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ABSTRACT

Cybersecurity is integral to modern life but it is often overlooked and taken for granted, creating
an ever-increasing problem for governments, businesses, and consumers alike and costing billions of
dollars in investments losses, disaster recovery expenses, and regulatory fines. Compounding this
problem is the alarming shortage of cybersecurity professionals worldwide that has continued to
worsen. In 2015, industry experts estimated a shortfall of 1.5 million cybersecurity professionals by
2019. The revised estimate in 2019 was 3 million and growing. For these reasons, educating and
training cybersecurity professionals has become a top priority for governments and companies around
the world.
This research study investigates the performance of established student-centered active
learning models. It combines Project-Based Learning (PBL) and Guided Inquiry Collaborative Learning
(GICL) learning models to teach cybersecurity. Following Bloom’s Taxonomy pedagogical practices, a
PBL-GICL framework and activities were developed for teaching a Cybersecurity Biometrics class.
Scaffolding activities included items like lab assignments, guided inquiry questions, and a semester long
project where students, through experimentation, designed and developed an optical fingerprint reader
using a Raspberry Pi, a camera, a prism, and a 3D printed case.
Embedded assessments consisting of a survey, peer reviews, exam questions, and research data
from a published study that uses Process Oriented Guided Inquiry Learning (POGIL) to teach
cybersecurity modules, are used to evaluate the following research questions:
1. How does PBL-GICL approach compare to POGIL as a learning model for teaching cybersecurity?
2. How effective is the PBL-GICL approach for teaching cybersecurity concepts?
iv

3. What are the challenges and opportunities in implementing PBL-GICL to teach cybersecurity?
Quantitative analysis of the survey data suggests that PBL-GICL performance is comparable to POGIL and
exceeds it in categories like teamwork experience, motivation, and engagement. The data also suggests
that the PBL-GICL approach is an effective student-centered learning model for teaching cybersecurity
concepts. Lastly, several challenges concerning online teaching and opportunities for process
improvements to implement PBL-GICL are discussed. These findings are important to mitigate the
shortfall of qualified cybersecurity professionals by identifying effective student-centered active learning
models that motivate and engage students.
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CHAPTER 1
1. INTRODUCTION

Governments, businesses, and consumers depend on technology platforms to function. The
focus of Cybersecurity is to keep this technology and related systems from unauthorized tampering by
criminals and user mistakes. This is critical to the resilience and viability of all businesses (Furnell, 2021;
Kammoun, Bounfour, Özaygen, & Dieye, 2019) because the financial cost of cybersecurity incidents can
range from hundreds of thousands to billions of dollars (Kamiya, Kang, Kim, Milidonis, & Stulz, 2021;
Kammoun et al., 2019). The risk of being a target of cybersecurity attacks is also a concern for
governments. Training qualified cybersecurity professionals to protect industries and serve in the
military is of high priority for businesses and governments (Furnell, 2021; Vogel, 2016). Unfortunately,
finding qualified cybersecurity professionals has become a pressing issue. Since 2015, millions of
cybersecurity jobs have gone unfilled (Ventures, 2017; Vogel, 2016). Factors contributing to the
shortfall include quality of education, filling positions with qualified instructors, and recruiting
individuals interested in cybersecurity (Blažič, 2021; Crumpler & Lewis, 2019; Parrish et al., 2018). Given
the current alarming trend of millions of unfilled cybersecurity jobs, governments and international
agencies have focused their attention and efforts in boosting the educational system to produce more
qualified cybersecurity professionals.
Cybersecurity has evolved from its Computer Science technical roots and is now considered
multidisciplinary by many (ARCH, KUL, & TLEX; Crick, Davenport, Hanna, Irons, & Prickett, 2020;
Karjalainen, Kokkonen, & Puuska, 2019). This evolution has not been recognized by some academic
institutions and training centers who continue to use course curriculum checklists. This approach has
1

caused industry leaders and government agencies to question the qualifications of graduating
cybersecurity professionals (Crumpler & Lewis, 2019; Endicott-Popovsky & Popovsky, 2014). It is
difficult to define an effective pedagogy. Often, the effectiveness of a pedagogy method is associated
with ideas such as good teachers produce good students or good students are taught by good teachers
(Husbands & Pearce, 2012). Teachers are the most important factor in the learning process (Schwartz,
Wurtzel, & Olson, 2007) because their behaviors, actions, knowledge, and strategies determine the
quality, effectiveness, and student engagement in the learning process (Coe, Aloisi, Higgins, & Major,
2014; Husbands & Pearce, 2012).
Recent studies have identified multiple factors that makes an effective pedagogy (Coe et al.,
2014; Husbands & Pearce, 2012). Frameworks that address these concerns can be found in pedagogical
theories and practices like Bloom’s Taxonomy and Miller’s Pyramid. Although constructivist theories
supplanted Piaget’s learning and cognitive development theories in the later part of the 20th century,
practice of constructivist ideas have been unsystematic; however, successful pedagogical results have
been observed where these constructivist theories were supported through practice (Husbands &
Pearce, 2012; Karjalainen et al., 2019). A review of traditional pedagogical approaches to teaching
Cybersecurity gives context to the evolution of student-centered active learning models currently used
to teach cybersecurity such as 5E Instructional Model, Challenged-Based Learning, and Cooperative
Learning. Student-centered active learning models are team-based, where students are given a problem
to solve and instructors act as facilitators. In addition of learning about the topic through these active
learning models, students practice soft/process skills such as leadership, collaboration, effective
communication, and critical thinking.
The motivation for this research is to evaluate effective student-centered active learning models
that can produce qualified cybersecurity professionals and help close this gap of unfilled cybersecurity
jobs. The hypothesis is that cybersecurity students’ learning experience, efficacy, and proficiency will
2

improve with a student-centered active learning approach. Based on this hypothesis and in
consideration of several learning models, the following objectives were defined for this research study:
1. Design a pedagogical framework to teach cybersecurity.
2. Implement framework content and activities based on proven pedagogical models.
3. Evaluate the performance of framework content and activities for continuous improvement.
This led to the development of several research questions to evaluate the performance of the
framework and approach for teaching cybersecurity and identify challenges and opportunities. The
research questions are:
1. How does PBL-GICL approach compare to POGIL as a learning model for teaching cybersecurity?
2. How effective is the PBL-GICL approach for teaching cybersecurity concepts?
3. What are the challenges and opportunities in implementing PBL-GICL to teach cybersecurity?
In this research, a learning model framework was developed based on Project-Based Learning (PBL) and
Guided Inquiry Collaborative Learning (GICL). Both of these are student-centered active learning models
and provide the structure for scaffolding learning activities such as lectures, lab assignments, project,
and assessments. The center piece of this research study is the development of an optical fingerprint
reader. This is a guided research approach and not a tutorial where students are expected to
experiment and test their design hypothesis. This experimentation allows students to fail and learn
from those failures. Characteristic processes of Project Management such as teamwork,
communication, planning, and scheduling are incorporated from PBL. The learning cycle of Explore,
Analyze, and Apply are incorporated from GICL. The PBL-GICL framework relies heavily on Bloom’s
Taxonomy pedagogy theory and practice. Multiple factors including what makes a great pedagogy,
methods used to teach cybersecurity, and effectiveness of these methods were reviewed to create a
framework and scope of this research.

3

Collection of data was performed through embedded assessments consisting of a survey, peer
reviews, exam questions, and research data from a published study that uses Process Oriented Guided
Inquiry Learning (POGIL) to teach cybersecurity modules. GICL is largely based on POGIL and this
similarity provided a baseline on which to evaluate the performance of the PBL-GICL approach.
Quantitative analysis was applied to the survey data and used to compare the performance between the
PBL-GICL and POGIL approach. This survey consisted of a pre and post-survey that asked students for
feedback on various topics. These topics included learning objectives, understanding of cybersecurity
concepts, teamwork experience, motivation, engagement, course experience, makerspace experience,
demographics, and open-ended questions.
The effectiveness of PBL-GICL as a learning model for teaching cybersecurity is evaluated
through the survey, peer review, and exam questions. The surveys provide insight into the students’
experience with the PBL-GICL approach and whether they felt motivated and engaged throughout the
process. The peer review and exam questions were used to evaluate students’ performance and
understanding of the graded content.
The design and implementation of PBL-GICL was challenging and identified opportunities to
improve the framework. A corner stone of this learning model is teamwork and due to the COVID-19
pandemic, this class was taught in a fully online synchronous modality in one of its cycles. Restrictions
and practice of safety measures made it difficult for students to meet face-to-face and collaborate in
project components that required interaction within a physical laboratory. Process issues such as
training for effective communication and conflict resolution were identified. These are opportunities to
improve students’ learning experience and teach them to collaborate and succeed together.
Research contributions to the field of Cybersecurity Education include the development of the
PBL-GICL framework that consist of lab assignments, project framework and content, guided questions,
soft skill activities, and assessments (Peer Review and exam questions) for online and in-person
4

modality. These are implemented in a continuous improvement cycle as they are used and refined
through every academic cycle.
Chapter 2 discusses the motivation for this research, the alarming trend of unfilled cybersecurity
jobs and the increasing shortfall of qualified cybersecurity professionals. It also reviews the impact of
cybersecurity attacks on governments, businesses, and consumers. Lastly, it examines mitigation
strategies by governments to tackle this shortfall of cybersecurity professionals and evaluates effective
pedagogical models to teach cybersecurity. Chapter 3 examines in detail the PBL-GICL framework
developed for this research and the pedagogical practices implemented. Details on the scaffolding
activities such as lab assignments, optical fingerprint reader project, GICL guided questions, and
embedded assessments are reviewed. Chapter 4 discusses the findings of the pre and post-surveys for
comparing POGIL and PBL-GICL, the performance of PBL-GICL as a student-centered active learning
model, and students’ feedback on engagement. The results of the Peer Review, exam questions, and
optical fingerprint reader prototypes are also examined. Chapter 5 summarizes the findings, discusses
the implications of these findings, and future research opportunities.

5

CHAPTER 2
2. LITERATURE REVIEW

2.1 Impact of Cybersecurity Attacks
Cybersecurity is integral and essential for modern life and has permeated through industrial,
manufacturing, and service sectors. The integration of technology with vital, basic, and nonessential life
conveniences will continue to grow due to dependencies on Internet of Things (IoT) and internet-based
platforms driven by businesses and consumers (Kammoun et al., 2019). This growth and integration of
new technology, including artificial intelligence (AI), has made cybersecurity a critical requirement for
the resiliency and viability of all businesses (Furnell, 2021; Kammoun et al., 2019; Topham, Kifayat,
Younis, Shi, & Askwith, 2016) and created an opportunity for financial crimes, trafficking (human, arms,
drugs), espionage, terrorism, and organized crime to thrive (Kovalchuk, Shynkaryk, & Masonkova, 2021;
Topham et al., 2016; Vogel, 2016).
The lack of appropriate investments in security processes, training, and contingencies, exposes
businesses to risks (Blažič, 2021) and make them vulnerable to cyberattacks that will impact their
reputation and finances (Kamiya et al., 2021; Kammoun et al., 2019; Kovalchuk et al., 2021). The
financial burden caused by cyberattacks that include identity theft, fraudulent transactions, and
industrial espionage is felt by businesses, consumers, and governments. Financial losses from
cyberattacks were estimated to cost an average of $350,000 in 2008 to $3.86 million in 2018 per single
event (Kammoun et al., 2019). In aggregate, the estimated total cost from cyberattacks increased from
three trillion USD in 2015 to six trillion USD in 2021 (Blažič, 2021). These are considered to be out-ofpocket costs such as replacement of hardware, personnel time to handle recovery of systems,
6

litigations, and fines but do not include reputation costs. According to a research study (Kamiya et al.,
2021), reputation costs can far exceed out-of-pockets costs. This study was conducted between 2005 to
2017 that reviewed disclosed cyberattacks on publicly traded companies. It was found that on a subset
of 75 companies experiencing first-time attacks, the reputation cost incurred a loss of $104 billion to
shareholder wealth compared to $1.2 billion out-of-pocket. As many of these financial losses and
collateral effects are passed on to consumers, consumers and governments have become more aware
and critical of business data mining practices and demand more protection and higher accountability on
businesses. As a result, some governments like the European Union are taking steps to protect
consumers and in 2016 enacted the consumer data protection and privacy law known as the General
Data Protection Regulation (EU GDPR) (Blažič, 2021).
The impact of cyberattacks goes beyond businesses and consumers. The U.S. government
established the US Cyber Command in 2010 because it considers cyberspace as a future theater for
military operations. In 2012 and 2016 respectively, former FBI director, Robert Mueller, and former US
Director of National Intelligence, James Clapper, testified before Congress that cybersecurity is a matter
of national security and that it will become a strategic global threat (Vogel, 2016). Considering these
factors, it becomes clear that the skills needed for cybersecurity transcend the areas of information
technology and information systems, and creates challenges in training and recruitment of qualified
professionals (Furnell, 2021) to work across industries and to serve in the military.

2.2 Where are the Cybersecurity Professionals?
Recent studies have shown that global demand for entry level and skilled cybersecurity
professionals continue to grow while availability of qualified professionals shrinks. This trend has been
around since the early 2000s and the shortfall of skilled qualified cybersecurity professionals have
continued to increase until present-day. In a survey reported by (ISC)2 in their Global Information
7

Security Workforce Study (GISWS), respondents believe that there was shortage of cybersecurity
professionals. The percent of respondents with this belief increased from 56% in 2013 to 62% in 2015.
These numbers are consistent with a 2016 study by Spiceworks conducted with companies of less than
500 employees and found that 59% reported they had no access to security experts through contractual
means or internally in the company (Cobb, 2016). It was reported by Global Information Security
Workforce in 2015 that industries faced a global shortfall of 1.5 million cybersecurity professionals. In
that same year, Symantec CEO, Michael Brown, predicted a continued shortage of 1.5 million every year
through 2019 (Ventures, 2017; Vogel, 2016). Another study estimated a global shortage of skilled
cybersecurity professionals in 2018 and 2019 to be around 3 million and disproportionally impacts
smaller businesses and non-profit organizations due to their inability to pay premium salaries as
compared to large corporations (Blažič, 2021). This updated report shortage of three million in 2019
more than exceeded the projections in 2015 from Symantec’s CEO of 1.5 million for the year 2019
(Ventures, 2017) and can be extrapolated that the shortfall will continue to grow through 2025 and
beyond.
In addition to a widening gap between the need for skilled cybersecurity professionals and
unfilled workforce positions, research conducted by Enterprise Strategy Group show that technical skills
required for cybersecurity professionals has doubled over the past five years due to the fast pace
changes in technology (Blažič, 2021; Crumpler & Lewis, 2019). Several factors have contributed to this
widening gap of skilled professionals. Cybersecurity education and training provided by higher
education institutions has lagged behind which continue to approach it in a traditional manner with little
to no hands-on training to develop the critical skills needed (Crumpler & Lewis, 2019; Parrish et al.,
2018). Higher education institutions also lack the ability to offer higher salaries to compete with
companies and attract professionals from private industry with practical experience, knowledge, and
research background (Crick et al., 2020). In addition, some higher education institutions are slow in
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changing their teaching programs and approaches which affects the knowledge and content taught.
This slow change in teaching, approach, and content is in contrast to the rapidly evolving nature of
cyberattacks (Blažič, 2021). To counter this slow change, alternative education programs, certifications,
and non-traditional training are being created to help increase the cybersecurity workforce (Parrish et
al., 2018).
A study conducted by the research group CyberSec4Europe in 2020 showed that higher
education institutions with cybersecurity programs typically covered content that aligned with technical
skills and knowledge such as data security (digital forensics, access control, and cryptography) and
architecture (distributed systems, network security, and systems management); however, most of these
programs showed major gaps in soft skills and knowledge in areas such as social interaction,
documentation, privacy, risk management, policies, and organizational security (ARCH et al.; Crumpler &
Lewis, 2019). In addition to the educational gaps found at higher education institutions, businesses have
also shown deficiencies in their continuous training of cybersecurity professionals. In a survey of 343
cybersecurity professionals in 2017, Enterprise Strategy Group (ESG) and Information Systems Security
Association (ISSA) reported that 62% were not satisfied with the level of training and support provided
by employers. When asked about their satisfaction level with their current job, 60% reported to be
somewhat satisfied to not very satisfied (Oltsik, Alexander, & CISM, 2017). A correlation could be drawn
that there is a significant opportunity for improvements and synergies between cybersecurity training
and job satisfaction.
Discrepancies in education, training, skills, and unfilled cybersecurity positions have caught the
attention of government and international agencies such as Comité Européen de Normalisation (CEN),
National Initiatives for Cybersecurity Education (NICE), and the European Union Agency for
Cybersecurity (ENISA). These agencies have been focused in collecting educational data and skills
requirements to propose certifications and changes to improve the current state of cybersecurity
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education (Blažič, 2021; Crumpler & Lewis, 2019). For example, the UK has implemented an
educational policy to include cybersecurity education across primary and secondary level schools.
Students as young as 11 years-old are learning about cybersecurity in the UK education system (Ruiz,
2019). In the US, NICE has created frameworks to address workforce organizational structures, security
operation, and education of cybersecurity (Cobb, 2016; Crumpler & Lewis, 2019; Shoemaker, Kohnke, &
Sigler, 2018). In conjunction with the guidelines from NICE, the National Institute of Standards and
Technology Cybersecurity Framework (NIST CSF) has focused on the development of a taxonomy and
lexicon of cybersecurity content and language to create cybersecurity standards that can be applied
across different industries (Krumay, Bernroider, & Walser, 2018). The shortfall of cybersecurity
professionals to fill opened positions and discrepancies in standards for cybersecurity education and
training have been recognized and measures are being taken in an attempt to recruit and train qualified
professionals to close these gaps in the near future.

2.3 Pedagogy Approaches for Teaching Cybersecurity
Governments across the world and international agencies are focused on closing this alarming
trend of millions of cybersecurity jobs going unfilled. The National Security Agency (NSA) and the
Department of Homeland Security (DHS) have create programs to produce qualified and skilled
cybersecurity professionals. One of these programs is the National Information Assurance Education
and Training Program (NIETP), which has as a goal, to set the national training standards (EndicottPopovsky & Popovsky, 2014). Nationally recognized programs in the U.S. that are sponsored by the
NIETP, involve participation from academia, industry, and government agencies. The Centers of
Academic Excellence in Information Assurance Education (CAE/IAE) promotes Centers of Academic
Excellence for Information Assurance education and research at universities and community colleges
(Crumpler & Lewis, 2019). The Colloquium for Information Systems Security Education (CISSE) brings
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academia, industry leaders, and government agencies together to define Information Assurance (IA)
education and curriculum for institutions of higher education. A consortium known as the National
Information Assurance Training and Education Center (NIATEC) and made up of higher education,
government organizations, and industry, define standards for training and IA curriculum. To
complement these program, Directive 63 – National Plan for Information Systems Protection was signed
in 1998 that resulted in the creation of the Cybercorps: Scholarship for Service (SFS) in the year 2000
(Service, 2022). This scholarship aims to attract, train, and retain cybersecurity graduates to work for
the government for a number of years equal to the years the scholarship was awarded.
With so many initiatives in the U.S. and abroad targeting the shortfall problem and creating
strategies to increase the production of cybersecurity professionals at the macro level, it bears to ask
what are characteristics of great teaching or pedagogy? What are traditional pedagogy approaches to
teaching cybersecurity? And what are innovative pedagogy approaches to teaching cybersecurity?
Unlike at the macro level where the emphasis is on the process of standards, curriculum development,
and marketing to promote and produce more cybersecurity professionals, these are relevant questions
at the micro level that examines how the content, knowledge, and critical thinking is imparted to
produce these skilled professionals. As pointed out by (Crumpler & Lewis, 2019; Endicott-Popovsky &
Popovsky, 2014), industry leaders and government agencies are questioning the quality of graduates
produced by academia and training centers using a check list of curriculum courses with not much
concern over developing out-of-the-box thinking and problem-solving skills.

2.3.1 Characteristics of Great Teaching and Pedagogy
To better understand how to teach these problem-solving skills in cybersecurity, it is necessary
to explore what is great teaching or pedagogy? This is an important question to ask because high
performing education systems and schools are associated with having highly effective teachers;
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however, it is not clear what teaching approaches or pedagogy methods are used by great teachers to
enhance learning that constitutes great pedagogy (Husbands & Pearce, 2012). As stated by (Schwartz
et al., 2007; Whelan, 2009) quality teaching is the most important factor for student learning. A study
by the National College for School Leadership outlines nine claims from various research that defines
characteristics of great pedagogy:
1. Effective pedagogies give serious consideration to pupil voice.
2. Effective pedagogies depend on behaviour (what teachers do), knowledge and understanding
(what teachers know) and beliefs (why teachers act as they do).
3. Effective pedagogies involve clear thinking about longer term learning outcomes as well as
short-term goals.
4. Effective pedagogies build on pupil’s prior learning and experience.
5. Effective pedagogies involve scaffolding pupil learning.
6. Effective pedagogies involve a range of techniques, including whole-class and structured group
work, guided learning and individual activity.
7. Effective pedagogies focus on developing higher order thinking and metacognition, and make
good use of dialogue and questioning in order to do so.
8. Effective pedagogies embed assessment for learning.
9. Effective pedagogies are inclusive and take the diverse needs of a range of learners, as well as
matters of student equity, into account. (Husbands & Pearce, 2012)
Listening to students as part of the teaching process increases teachers’ understanding of how students
learn and involves students in the decision-making resulting in increased engagement. This new
understanding can influence a teacher’s belief and behavior on how to impart the knowledge to help
students learn. Effective pedagogy includes planning individual lessons as much as planning the
cohesive sequence of lessons and their impact on the overall learning outcomes and improvements over
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a series of teaching cycles. Students’ prior learning and experience must be considered for effective
design of courses. Attention is given on incorporating real-world contexts, students’ knowledge in
accordance to their developmental stage, opportunities to collaborate, and out-of-school learning.
Creating scaffolds support developmental changes and allow students to develop higher level of
understanding as new scaffolds replaces old ones through the learning progression. Planning and
deploying structured group work for students to collaborate should include guided and individual
learning activities. These guided team and individual activities should also include questions that focus
on the development of higher order thinking and meta-cognition rather than merely recalling
information. To continue to improve on the quality of the pedagogy, embedded assessments seek to
provide quality student feedback that distinguishes between learning theory and learning practice.
Lastly, effective pedagogy also means finding ways to be inclusive and meeting students diverse learning
needs through implementation of Co-agency, Trust, and Everybody principles. Co-agency states that
teachers and students share responsibility in the learning process; Trust states that teachers and
students accept the charge of co-agency and make it a meaningful experience; Everybody states that
teachers are responsible and have the opportunity to enhance the learning experience for all students
(Husbands & Pearce, 2012). All of these are important factors to consider for creating great pedagogy
methods. The ability of teachers to implement these strategies in various degrees into their planning
and teaching methods will advance the teaching towards great pedagogy.
Another study conducted by Durham University defines great teaching “as that which leads to
improved student achievement using outcomes that matter to their future success” (Coe et al., 2014).
Similar to (Husbands & Pearce, 2012), this study states that often the teaching quality is measured by a
student’s learning progress (Coe et al., 2014). This study identifies six components that establishes great
teaching and based on research evidence, ranks them on their impact of teaching effectiveness and
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student outcomes and claims that “the very best teachers are those that demonstrate all of these
features” (Coe et al., 2014):
1. Content knowledge
2. Quality of instruction
3. Classroom climate
4. Classroom management
5. Teacher beliefs
6. Professional behaviours (Coe et al., 2014)
To be effective, teachers must have deep knowledge of the subject and are capable to evaluate
students’ understanding and misconceptions. The quality of instruction relies on teachers’ ability for
reviewing and questioning previous learning and create scaffolding to practice skills and introduce new
concepts. The climate in the classroom refers to developing a relationship and interaction between
students and teachers. This also includes recognizing the student’s effort and resilience to failure.
Classroom management includes efficient use of lesson time, management of student behavior, and use
of classroom space and resources. Similar to (Husbands & Pearce, 2012), a teacher’s belief drives them
to implement pedagogical methods to achieve specific teaching goals. Also pointed out by (Coe et al.,
2014), a teacher’s belief dovetails into their choices for professional development, practice, and their
support for colleagues and parents.

2.3.1.1 Miller’s Pyramid
The old sixteenth century proverb by John Heywood, “you can lead a horse to water but you
can’t make it drink”, helps to frame our next discussion. Implementing some or all of these pedagogy
approaches is only half of the equation. Assessing pedagogical approaches taken by teachers such as
quality of instruction, considering students’ prior knowledge, teacher’s beliefs, etc. do not consider the
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evaluation of the student’s ability to apply this knowledge and develop critical thinking and problemsolving skills sought after by government agencies and industry (Endicott-Popovsky & Popovsky, 2014).
Teachers can practice great pedagogy but without the cooperation and commitment of the student to
the learning process, it will not be possible to transmit and acquire knowledge.
Assuming that students actively cooperate and commit to the learning process, how is their
proficiency level assessed? A way to evaluate a student’s proficiency of a subject matter was proposed
by George E. Miller with his Prism of Clinical Competence, also known as Miller’s Pyramid for assessing
clinical skills, competence, and performance (Miller, 1990). In this pyramid, students are ranked for
their clinical competence in their education and job performance. The rankings are divided into four
levels within this pyramid going from Knowledge, Competence, Performance, to Action, and
representing the skills as demonstrated by a novice to an expert. Figure 2.1 shows the details of Miller’s
Pyramid.

Figure 2.1 Miller’s Pyramid for assessing clinical competence (UniSA, 2022)
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The bottom two levels of the pyramid, Knowledge and Competence (knows and knows how),
involves the student’s cognition and are represented by the student’s ability to gather facts and
interpret this knowledge. The upper two levels of the pyramid, Shows and Does (shows how and does),
involves the student’s behavior and are represented by the student’s ability to demonstrate and
integrate into practice (Ramani & Leinster, 2008). Although Miller’s Pyramid was developed to assess
clinical competence, these same principles can be applied in assessing student’s competence in other
disciplines.

2.3.1.2 Bloom’s Taxonomy
Another very well-known method to assess student’s proficiency is through Bloom’s Taxonomy.
This is a framework used to classify what students are expected to learn as the outcome of teaching
(Krathwohl, 2002). Benjamin S. Bloom’s Taxonomy of Educational Objectives: The Classification of
Educational Goals in 1956 in which thinking behaviors used in the process of learning were categorized
into Knowledge, Comprehension, Application, Analysis, Synthesis, and Evaluation (Forehand, 2010;
Krathwohl, 2002). These categories are placed in a hierarchy from simpler to more complex where
mastery of each level requires mastery of the previous. The category of Knowledge involves the
student’s ability to recall specific facts and methods. Comprehension encompasses the ability to
interpret and extrapolate from the previously acquired knowledge. Application involves abstraction of
specific situations. Analysis seeks to clarify and organize the relationship between multiple ideas and
concepts. Synthesis brings the various concepts to form a whole. Evaluation explains the validity of the
ideas and concepts through evidence and criteria (Armstrong, 2016; Krathwohl, 2002).
Bloom’s Taxonomy was revised in 2001 to use action verbs and gerunds rather than nouns to
describe the cognitive process of learning (Armstrong, 2016). The revised taxonomy maps over the
original and provides a better description of the learning objectives through these action verbs.
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Figure 2.2 Bloom’s Taxonomy (Armstrong, 2016)

This revised taxonomy consists of Remember, Understand, Apply, Analyze, Evaluate, and Create
and incorporated an additional categorization of cognitive processes classified as Factual Knowledge,
Conceptual Knowledge, Procedural Knowledge, and Metacognitive Knowledge (Armstrong, 2016;
Forehand, 2010). Similar to Miller’s Pyramid, the revised Bloom’s Taxonomy aims to provide a
taxonomy to assess the student’s side of the equation and evaluate the effectiveness of the
implemented pedagogical approach and help validate pedagogical practices when both teacher and
student are active and committed to the teaching and learning process. More specifically, the objectives
of the revised Bloom’s Taxonomy are to establish an understanding between teachers and students of
the purpose of the pedagogical exchange; provides a framework to organize and clarify objectives; and
create an environment for better planning and delivery of instructions, design of assessments, and
ensure alignment between objectives, instructions, and assessments (Armstrong, 2016; Forehand,
2010).
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2.3.2 Traditional Pedagogy Approaches to Teaching Cybersecurity
Much of the content taught in Computer Science and Cybersecurity comes from higher
education lecture material and textbooks (Karjalainen et al., 2019) as these are incorporated through
degree programs at universities and community colleges. As reported by (R. Anderson, 2020; Taylor &
Sakharkar, 2019) in their research, current Computer Science textbooks lack the proper emphasis on
cybersecurity as shown by recent studies that SQL Injection continues to be the most predominant type
of SQL attacks (Kareem et al., 2021) despite its long history and well documented attack vectors. The
inability to defend against these types of well understood attacks are perhaps caused by the focus on
teaching theory rather than hands-on practice as pointed out by (Topham et al., 2016). This illustrates a
major gap in the emphasis of Computer Science textbooks in general and an opportunity to improve the
content for teaching cybersecurity. A project led by the University of Bristol and funded by the National
Cyber Security Programme is attempting to bring attention to this issue and close the content gap by
creating the Cybersecurity Body of Knowledge (CyBOK), a comprehensive body of knowledge for
cybersecurity education and professional training (Knowledge, 2020). In addition to lack of technical
emphasis on cybersecurity, it has been noted by (Crick et al., 2020; Karjalainen et al., 2019) that these
textbooks are also lacking human sciences (soft skills) and a multidisciplinary context.
A traditional approach to teaching cybersecurity has been through the creation of dedicated
laboratories that are isolated from outside networks and students can conduct cybersecurity exercises
and explore in detail the nuances of attacks and defenses without worrying about unintended
consequences (Karjalainen et al., 2019). Given the current technology, these labs can be deployed in a
physical lab implementation, a simulated lab, or a virtual lab (Topham et al., 2016) and each of these
present their own unique benefits and challenges. The best approach is the implementation of
dedicated labs because students have the best environment to carry-on experiments (Topham et al.,
2016); however, these require significant investments to purchase and maintain the necessary
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hardware, software, and network infrastructure, making it impractical for many universities and training
facilities (Churi & Rao, 2021). Upkeep of knowledge and skills for faculty and technicians who
implement and maintain these labs, require additional investment of money and time. An alternative to
dedicated labs to lower the investment cost is the use of virtual labs through hosted services and
outsource the administration, configuration, and maintenance to a third party (Topham et al., 2016).
This may seem like a good low cost and low maintenance solution; however, it may trigger violation of
policy questions given that the actions and commands used to perform and practice cybersecurity
attacks and defense are being transmitted internally through the university network (Churi & Rao, 2021)
to an outside hosting service (Crick et al., 2020).
Providing special topics, individual course modules, full-term courses, certificates,
concentrations, and degrees within a program curriculum are strategies to incorporate and provide
cybersecurity education. Some universities have opted to include cybersecurity topics across general
computer science through modules within full-term courses while others prefer designating individual
full-term courses to cover cybersecurity topics (Churi & Rao, 2021; Topham et al., 2016). Another
strategy taken by universities is to embed industry knowledge in the curriculum by inviting Visiting
Professors or hiring Professors of Practice. According to (Crick et al., 2020), incorporating this industry
knowledge with these types of industry Professors helps to raise awareness of relevant topics in industry
within the academic faculty, staff, and student population. In addition to enhancing program curriculum
and embedding industry knowledge, another approach includes providing specialized content through
modules, courses, certificates, etc. that contains scenarios where students are encouraged to think like
attackers and defenders. This approach gives students opportunities to evaluate threats, design
countermeasure strategies, assess impacts, and develop recovery plans (Crick et al., 2020).
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2.3.3 Innovative Pedagogy Approaches to Teaching Cybersecurity
The previous discussions included various pedagogical methods, current practices, and
challenges. Bearing in mind these discussions, approaches in teaching cybersecurity must consider
pedagogy, quality and availability of faculty and infrastructure, and industry requirements (Crick et al.,
2020). Considering these factors on pedagogy and resources, it has been argued that a cybersecurity
course should be included in every Computer Science degree (Cable, August 2019; Parrish et al., 2018)
because it is considered as part of the discipline; however, others (Parrish et al., 2018; Stockman, 2013)
contend cybersecurity goes beyond Computer Science and it is multidisciplinary. Studies across industry
requirements have identified top skills Chief Information Security Officers (CISOs) should possess. These
skills are academic, such as psychology, managerial, and technical; and soft skills like problem solving,
communication, analytical thinking, collaboration, and attention to detail (Crick et al., 2020). The results
of these studies continue to strongly point towards a multidisciplinary approach to teaching
cybersecurity. With so many different factors to consider, it is increasingly important to find innovative
approaches to develop and exercise these soft skills across a multidisciplinary landscape.
Recent research has shifted the focus from the traditional teacher-centered pedagogy of
teacher-led lecture formats to more innovative collaborative learning where students are taking on an
active role in their learning process. Some of the more notable innovative approaches include the BSCS
5E Instructional Model (5Es), the Challenge-Based Learning Model (CBL), the Cooperative Learning
Model (CL), the Project-Based Learning Model (PBL) and Problem-Based Learning Model, the Process
Oriented Guided Inquiry Learning Model (POGIL), and the Guided Inquiry Collaborative Learning Model
(GICL). According to (Anazifa & Djukri, 2017; Andriani, Nurlaelah, & Yulianti, 2019; Bybee et al., 2006;
Gallagher & Savage, 2020; Slavin, 1980; Yuan et al., 2019), this is a group of established, as well as
relatively new pedagogical approaches, that are student-centered collaborative active learning models.
In these models, control and participation are shared between teachers and students; students are
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divided into and work in small groups; development of content knowledge and soft skills have the same
level of relevancy; the models are discipline agnostics; and teachers provide scaffolding, guidance, and
feedback as students chart their own path towards learning the subject matter.

2.3.3.1 BSCS 5E Instructional Model (5Es)
The BSCS 5E Instructional Model was developed by (Bybee et al., 2006) in the late 1980s and
have been used broadly and effectively across multidisciplinary STEM curriculums and professional
development to help students learn through inquiry and experimentation. The 5Es focuses on the
following phases that consists of:
1. Engagement
2. Exploration
3. Explanation
4. Elaboration
5. Evaluation
These 5Es frame the organization of the lessons and content (Bybee, 2019). In the Engagement phase,
short activities are used to promote curiosity and make a connection to the students’ prior experiences.
In Exploration, past knowledge is used to explore new ideas, questions, and possibilities. Students are
provided an opportunity to explain, based on Engagement and Exploration, their understanding of the
concepts in the Explanation phase. Through additional activities, a broader and deeper understanding is
developed in the Elaboration phase. In the Evaluation phase, students assess their abilities and
knowledge in conjunction with the teachers’ evaluation of the learning objectives.
Research and case studies on the utility and implementation of the 5E model have been shown
to be effective in many disciplines and settings such as teaching Physics and Newtonian mechanics to
over 150 undergraduate students (Bahtaji, 2021); at the elementary and middle school levels to teach
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STEM concepts on buoyancy force problems (Çepni & Şahin, 2012), mathematical modeling of geometric
objects (Tezer & Cumhur, 2017), and exploration of concepts and solutions of STEM problems affecting
local communities (Bybee, 2019); online hybrid teaching modality for Special Education Teachers (van
Garderen, Decker, Juergensen, & Abdelnaby, 2020); and at the graduate level in a Network Security
course (Olimid, 2019), a rare example of 5E implementation for teaching cybersecurity.

2.3.3.2 Challenge-Based Learning Model (CBL)
Hackathons have become popular events to attract students to work collaboratively and solve
problems through technology while building soft skills like teamwork and effective communication
(Willis, Byrd, & Johnson, 2017). These types of events are representative of Challenge-Based Learning
that inspire students of all ages to take charge of their learning process, working together across
multiple disciplines and engages industry and local community partners to find solutions that are
socially, economically, and environmentally sustainable (Gallagher & Savage, 2020). An early
implementation of CBL provides a framework that consist of six phases:
1. Describe the challenge
2. Generation and brainstorming of ideas
3. Review multiple perspectives that questions and support
4. Research and revise for best solutions
5. Test hypothesis
6. Share the findings and conclusions (Birol, McKenna, Smith, Giorgio, & Brophy, 2002).
An updated revision provides a standard framework that can be used in general education and hybrid
settings for teaching and active learning. This framework is divided into three phases. The first phase
engages students with the challenge; the second phase has teachers, mentors, community leaders, and
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industry partners act as co-researchers with the students; and the third phase investigates potential
solutions (Gallagher & Savage, 2020).
Challenges are diverse as the companies that conduct them. Some examples of CBL
implementations across industries and academia include:
•

Greenpower – challenges students to design and build single-seat electric cars.

•

Autodesk – challenges students to design mechanical devices.

•

Student Space Initiative from Stanford University – has set endurance records in their challenges
for the use of inexpensive latex balloons for high-altitude observations and collection of
atmospheric data (Willis et al., 2017).

Recent studies have shown that students are more than 95% engaged because students get to work on
challenges with global implications with solutions that have local impact in the community (L. F.
Johnson, Smith, Smythe, & Varon, 2009). Since 2017, a large increase in publications for CBL research
has been found in the fields of engineering, computing, and software engineering (Gallagher & Savage,
2020), an indication of synergy between CBL and interest in these disciplines to use this learning model.

2.3.3.3 Cooperative Learning Model (CL)
Similar to the 5Es and CBL models, Cooperative Learning promotes active learning in small
groups and students receive a reward based on their performance that may include a grade, a tangible
reward like a certificate or scholarship, or approval from a teacher (Slavin, 1980). Another similarity
with CBL is the emphasis on developing critical thinking, communication skills, and teamwork (L. F.
Johnson et al., 2009); however, teachers are facilitators who organize and create a structured learning
environment with goals, plans, and tasks to guide, monitor, and provide feedback on the learning
process (Bybee et al., 2006; Loh & Ang, 2020), which is similar to the 5Es. The theoretical underpinning
of CL can be found in social constructivism of the 1970s, which is based on research that has been
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conducted since the 1920s on the effects of cooperation, and studies on social psychology (Loh & Ang,
2020; Slavin, 1980). The latter helped defined classroom instructional technology which creates a
framework of three elements that form the foundation of CL:
1. A task structure that defines the activities such as lectures and class discussions.
2. A reward structure that defines the type, magnitude, and frequency of reward.
3. An authority structure that defines the amount of control students have on learning activities
for such content, order, and type of activity (Loh & Ang, 2020).
In addition to these elements, roles such as leader, recorder, checker, and time-keeper are defined and
assigned to students (Loh & Ang, 2020) to foster performance and cohesiveness, meaning productivity
and team bonding respectively (Slavin, 1980).
Team dynamics and lack of experience in collaboration and conflict resolution, often creates
conflicts among students. Conflicts such as dominant students who may impede contribution by other
team members and lack of interest by others to contribute to the success of the team while still getting
the same grade, are examples of challenges in working in teams (Felder & Brent, 2007). CL attempts to
tackle these challenges by implementing positive interdependence where students individual
performance is mutually dependent of oneself and others; face-to-face interaction to promote personal
communication through observation of body language; opportunities to practice interpersonal skills
associated with leadership, decision making, and conflict resolution; accountability at the individual and
group level; and group processing to allow for time to reflect on failures and pivot to other options (Loh
& Ang, 2020). The challenges faced by students and identified in CL are shared amongst all learning
models that promote team work.
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2.3.3.4 Project-Based Learning Model (PBL)
Project-Based Learning and Problem-Based Learning use the same abbreviation of PBL and are
both focused on improving problem-solving, critical thinking, teamwork, communication, and creative
skills; however, they consist of different phases (Anazifa & Djukri, 2017). Project-Based Learning
includes the following steps:
1. Project plan
2. Research and gathering of information
3. Creation, development, and prototyping
4. Research and re-evaluation
5. Presentation
6. Publication (Bender, 2012).
This approach is commonly used in teaching Cybersecurity. It keeps students engaged, focused on
specific tasks, and directs the learning process through the development of diverse solutions to realworld problems (Sherman et al., 2019).
Problem-Based Learning, includes these steps:
1. Problem description
2. Research team organization
3. Independent and group research
4. Develop and present
5. Analyze and evaluate process (Anazifa & Djukri, 2017).
Constructivist Learning frequently use Problem-Based Learning as a teaching method and focuses on
solving real world problems by asking meaningful questions, a similar process found in scientific
research (Karjalainen et al., 2019).
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Both of these learning models provide a structure, processes, and workflow for students to gain
a deeper understanding of the content through creative and critical thinking. Students are provided the
opportunity to manage uncertainty and resolve real-world problems through communication and
teamwork while learning professional skills (Anazifa & Djukri, 2017; C. Johnson, 2019).

2.3.3.5 Process Oriented Guided Inquiry Learning Model (POGIL)
Another pedagogical approach in collaborative active learning is the Process Oriented Guided
Inquiry Learning (POGIL). This approach guides students through the exploration of a concept; followed
by concept invention where students synthesize and explain the concept; and closes the learning cycle
with the application of the theoretical concept (POGIL, 2022; Vincent-Ruz, Meyer, Roe, & Schunn, 2020).
POGIL was developed in 1994 as a student-centered approach to teach college chemistry and has since
been implemented to teach other academic topics such as physiology, engineering, anatomy, computer
programming, and mathematics (Andriani et al., 2019; Yadav, Mayfield, Moudgalya, Kussmaul, & Hu,
2021; Yang, Yuan, He, Ellis, & Land, 2019). Development of process skills to help students acquire,
interpret, and apply knowledge is a fundamental part of POGIL. These process skills consist of
communication (oral and written), teamwork, problem solving, critical thinking, management,
information processing, and assessment (POGIL, 2022; Yang et al., 2019).
Similar to 5Es and CL (Bybee et al., 2006; Loh & Ang, 2020), the role of the teacher is to facilitate
the learning process and create a learning structure that will guide students through exploration,
concept invention, and application of the concept (Vincent-Ruz et al., 2020). Another similarity to CL
(Loh & Ang, 2020) includes the assignment of student roles. In POGIL, students are given the roles of
manager, recorder, presenter, and reflector. The manager keeps track of the tasks and schedule; the
recorder documents the answers for everyone in the team; the presenter speaks for the team and
interacts with the instructor and other teams; and the reflector observes the team members’ interaction
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and provides feedback for improvements (Yadav et al., 2021). According to (Yang et al., 2019), although
POGIL has been successfully used extensively in other disciplines, implementation is lacking in
cybersecurity.

2.3.3.6 Guided Inquiry Collaborative Learning Model (GICL)
Guided Inquiry Collaborative Learning (GICL), is a new approach largely based on the POGIL
model. As described by (Yuan et al., 2019), in the GICL model, teachers are facilitators for collaborative
active learning; students are assigned to work in small groups where roles are assigned; and soft skills
such as communication, teamwork, and critical thinking are developed through student interaction. This
is a student-centered approach that encourages active and interactive discussions between students
and instructor (He et al., 2022) to develop a higher understanding of the topic rather than applied
memorization as defined in Bloom’s Taxonomy and Miller’s Pyramid (Krathwohl, 2002; Miller, 1990).
Recent research (He et al., 2022; Yuan et al., 2019) has used the GICL model to implement
teaching modules on cybersecurity topics that include:
1. Cryptography
2. Access Control
3. Network Security
4. Risk Management
5. Web Security
6. Secure Coding
These modules have been used in face-to-face and online (synchronous and asynchronous) modalities.
These studies explored in detail the differences and challenges in implementing POGIL and GICL that
included activity development, classroom space, faculty and student familiarity with the approach, and
collaboration skills. Although both models are very similar, they diverge in their learning cycle approach.
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POGIL’s learning cycle consist of Exploration, Concept Invention, and Application while GICL’s learning
cycle consist of Explore, Analyze, and Apply (Yang et al., 2019; Yuan et al., 2019). The distinction
between these two models is in the Concept Invention phase for POGIL and Analyze phase for GICL. The
Concept Invention phase is a synthesis approach (Vincent-Ruz et al., 2020) in which students aim to
make new propositions based on their acquired knowledge through the exploration phase. In GICL, the
Analyze phase, is an analysis approach (Yuan et al., 2019) in which students go through a process of
deduction to breakdown more complex concepts into smaller more digestible fragments to create an
improved understanding of the concept.
The aggregation and synthesis of research on collaborative active learning from multiple
pedagogical learning models has resulted in the creation of the of POGIL and subsequent evolution of
GICL. The basis of this research paper on teaching cybersecurity through a Project-Based approach using
GICL is therefore an extension and further evolution that relies on well-known pedagogical theories and
learning models as described in the previous sections and the approach will be discussed furthered in
the following sections.
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CHAPTER 3
3. METHODOLOGY

In order to answer the research questions, a framework consisting of technical lectures, lab
assignments, project framework and content, guided questions, soft skill activities, and assessments
were designed and implemented for an undergraduate Biometrics and Cryptography course taught at
the Department of Computer Science and Engineering (CSE) at the University of Tennessee Chattanooga
(UTC). In addition to assessing the effectiveness of this framework for a Project-Based Learning and
GICL (PBL-GICL) approach, data was also collected for a POGIL exercise on cybersecurity that was used
over multiple semesters in various cybersecurity courses. The POGIL data is used for comparison and
validation purposes, given that GICL is largely based on POGIL.
Effective pedagogy includes both formal and informal learning within the framework of prior
learning (Husbands & Pearce, 2012). In this context, formal learning refers to the lectures and content
provided in a classroom setting and lab assignments to guide students through specific exercises that
allows them to experience the theorical concepts in real-world context and practice (Sherman et al.,
2019). The informal portion refers to the project where students work in teams, recall and discuss the
knowledge and content covered through lectures and labs, and applies critical thinking to solve a
problem or create a different implementation to an existing solution (Krathwohl, 2002; Ramani &
Leinster, 2008). Both, formal and informal learning, were used in this research and as part of the PBLGICL approach.
Claims from (Husbands & Pearce, 2012) on characteristics of great teaching are considered and
implemented in this research (Table 3.1).
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Table 3.1 PBL-GICL Effective Pedagogy Implementation
Claims from (Husbands & Pearce, 2012) PBL-GICL Implementation
1. Effective pedagogies give serious Students are asked for feedback in the post-survey on the
consideration to pupil voice. approach and ways to enhance the learning process.
2. Effective pedagogies depend on This PBL-GICL research underlines the teacher’s behavior
behaviour (what teachers do), and belief that transfer of knowledge is dynamic and
knowledge and understanding (what requires a student-centered active learning approach.
teachers know) and beliefs (why
teachers act as they do).
3. Effective pedagogies involve clear Defines short- and long-term goals for labs and course
thinking about longer term learning learning objectives.
outcomes as well as short-term goals.
4. Effective pedagogies build on pupil’s Build on students’ prior learning and experience from
prior learning and experience. previous Computer Science and Cybersecurity courses.
5. Effective pedagogies involve Create lectures, exercises, labs, and projects to scaffold
scaffolding pupil learning. students’ learning process and experience.
6. Effective pedagogies involve a range Create team structured work (project), guided exercises,
of techniques, including whole-class and individual labs.
and structured group work, guided
learning and individual activity.
7. Effective pedagogies focus on
developing higher order thinking and
metacognition, and make good use of
dialogue and questioning in order to
do so.

Create opportunities for dialogue and questioning
between students and teacher to develop higher order
thinking through team meetings and student-teacher
meetings.

8. Effective pedagogies embed Course embedded activities such as exam questions and
assessment for learning. analysis reports are used to assess students’
understanding of the topics.
9. Effective pedagogies are inclusive and Materials and technologies are made available to
take the diverse needs of a range of students regardless of socio-economic background to
learners, as well as matters of student ensure equity and learning opportunity.
equity, into account.
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The Project-Based Learning model is used in the informal learning portion of this research to
teach and give students the opportunity to develop problem-solving, communication, teamwork, and
critical thinking skills. Students are asked to form teams of four to five members, elect a team leader
who will be responsible for project planning, and assigning roles and responsibilities to the rest of the
team. Working as a team, students are then asked to research the topic so they can create and develop
a prototype to validate their research. Finally, students are asked to write up a report to include an
analysis of their experiments and present this report to the class. Implementation of GICL learning cycle
(Figure 3.1) of Explore, Analyze, and Apply, is incorporated throughout to guide students through
consumable portions of exercises and labs that helps create the scaffolding necessary to complete the
project and reinforce the learning process.

Explore

Analyze

Apply

Figure 3.1 GICL Learning Cycle

In addition to the adaptation of the GICL process, the revised Bloom’s Taxonomy is used in this
project, as detailed in Table 3.2, because it provides a tested pedagogical approach (Armstrong, 2016;
Forehand, 2010; Karjalainen et al., 2019) to:
1. Organize and clarify objectives (PBL-GICL approach, CLOs, MLOs)
2. Plan and deliver instruction (teaching content)
3. Design of assessment (labs, project components, exams)
4. Ensure alignment between objectives, instructions, and assessments.
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Table 3.2 PBL-GICL Bloom’s Taxonomy Implementation
Bloom’s Taxonomy PBL-GICL Implementation
Remember Through instruction of content to allow students to
recognize and recall facts about biometrics and
fingerprints.
Understand Students are asked to classify, interpret, compare, and
explain fingerprint collection and features through the
fingerprint lab.
Apply Construct a theory on the results of fingerprint feature
collection, classification and analysis produced by open
source software through lab activities.
Analyze Collects the results produced by the implementation in the
Bloom’s Taxonomy Apply step to identify attributes for
organization and differentiation (analysis report).
Evaluate Critiques the data and information organized through the
Bloom’s Taxonomy Analyze step (presentation and written
report).
Create Creation of a fingerprint reader that utilizes multiple
components (software (libraries, DB, Programming),
hardware (Raspberry Pi, Camera, Prism), 3D Case design)
into a new implementation according to their
understanding of the problem, theories, and requirements
(implementation of optical fingerprint reader with
conclusions included in the presentation and written
reports).

The deliberate incorporation of Bloom’s Taxonomy helps address the claims in (Husbands & Pearce,
2012) and provide a solid foundation for a structured Project-Based approach using GICL to move
students along an increasing level of proficiency and expertise as described in (Miller, 1990).
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3.1 POGIL Modules
POGIL is a well-known leaning model that has been successfully used in teaching academic
courses since 1994 (POGIL, 2022; Yang et al., 2019). A series of cybersecurity modules were developed
with this POGIL learning model (Yang et al., 2019) and used in a research study across multiple
universities. At UTC, one of these POGIL modules was used over multiple semesters in various
cybersecurity courses to teach Discretionary Access Control (DAC). This module incorporated the main
principles that include working in teams, assignment of specific roles, and structured inquiry of the topic
to guide students in their learning process through Exploration, Concept Invention, and Application
(Figure 3.2).

Exploration

Concept
Invention

Application

Figure 3.2 POGIL Learning Cycle

As part of this research, a Pre and Post Survey was conducted with participating students to
gather information regarding their attitudes and behaviors towards cybersecurity, teamwork
experience, their learning experience with the POGIL module, achieving learning objectives, and a few
open-ended questions regarding the POGIL learning activity. These survey questions can be found in
Appendix D.
The Pre-Survey was given to the students as an individual assignment and they were asked to
complete the survey prior to the class session when the POGIL module was scheduled to be used. On
the day of the scheduled POGIL exercise, the instructor functioned as a facilitator, divided the students
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into teams of four or five members, and went over the instructions on the module. Students were then
instructed to assign roles and responsibilities as per the instructions and play those roles throughout the
exercise. The POGIL module guides students to work in their teams through a series of activities and
questions about cybersecurity concepts related to DAC and the instructor moves around the classroom
listening to the students’ discussions and answering questions as appropriate. The Post-Survey was
given as an individual assignment after the completion of the POGIL DAC module.

3.2 Design Framework of Project-Based Approach Using GICL
The PBL-GICL approach consists of multiple formal and informal learning activities that include
lectures, assignments, assessments, team and instructor meetings, and a semester long project in a
Cybersecurity Biometrics and Cryptography class at UTC. In this class, students are exposed to concepts
of biometrics and cryptography, multiple technologies and tools, and explored cybersecurity
implications associated with the proper and improper use/implementation of biometrics and
cryptography. The design framework of this approach is organized in five major parts and are listed with
their subcomponents in Table 3.3 below:
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Table 3.3 PBL-GICL Design Framework
PBL-GICL Design Framework
1. Plan, organize, set, and align •
objectives, instructions, and •
assessments •
•
2. Design scaffolding content and •
assignments •
•
•
•
•
•
•
3. Develop Soft/Process Skills •
•

•

•
4. Design embedded assessments •
and data collection •
•
5. Facilitate resources •
•

Course Objectives
Lecture Objectives
Assignment/Lab Objectives
Assessment Questions
Lectures
Labs
Project
Presentation and Report
Status Report
Team Leader Training
Team Lead Meetings
GICL Guided Questions
Problem Solving and Critical Thinking
Collaboration
o Teamwork
o Team Leader Selection
o Assignment of Roles and Responsibilities
o Communication
o Conflict Management
Project Management
o Time Management
o Scheduling and Prioritization
o Task Management
Pre and Post-Surveys
Peer Reviews
Midterm and Final Exam Questions
Equipment, Software, and Technology
Makerspace
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GICL
Explore, Analyze,
Apply
Project-Based Learning
Plan, Gather Info,
Prototyping, Re-evaluation,
Presentation
Bloom's Taxonmy
Remember, Understand, Apply, Analyze,
Evaluate, Create
Figure 3.3 Expanded PBL-GICL Learning Cycle

These design elements define a new and expanded GICL Learning Cycle that incorporates elements from
the Project-Based Learning Model and Bloom’s Taxonomy as the foundation. Note that Bloom’s
Taxonomy is not a new element in the design of PBL-GICL. As a learning models, GICL already
incorporates the characteristics described in Bloom’s Taxonomy. The same goes for the Project-Based
Learning Model. What is new in this expanded view is the relationship and expansion of the GICL
Learning Cycle into the Project-Based Learning Model to create a scaffolding and design content that will
carry the project from inception to completion, and therefore engage students through smaller and
more concise activities that reinforces their learning process.
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3.3 Setting Objectives
As described in (Armstrong, 2016; Forehand, 2010), Bloom’s Taxonomy provides a framework to
establish an understanding between teachers and students and creates an environment to ensure
alignment between objectives, instructions, and assessments. This alignment is critical for the student
learning process. Specific course, labs, and project objectives were designed with a cohesive set of
teaching and learning outcomes that align themselves at every state (Yuan et al., 2019).

3.3.1 Course Student Learning Outcomes
The Course Student Learning Outcomes (CSLO) describe a set of high-level objectives that help
align the lecture content, lab assignments, project, and assessment questions. The Course Student
Learning Outcomes are:
1. Students are able to describe biometric and cryptographic technologies from the viewpoint of
systems security, administrator, integrator, purchaser, and evaluator.
2. Test and evaluate biometric and cryptographic tools.
3. Review research, create technical reports and presentations, and present findings.
4. Describe the process and need to establish and use of biometric and cryptographic standards.
Note that although this course and its related learning outcomes reference both biometrics and
cryptography, the scope of this research is solely based on the content and activities related to
biometrics. Other lecture content and assignment is provided for cryptography but it is not included
and considered in any of the methodology, data collection, or analysis.

3.3.2 Lectures
The course has nine lectures covering cybersecurity and biometrics that requires a period of six
to seven weeks to cover. Three of these lectures are essential building blocks for this research and the
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PBL-GICL Project. The lectures are L2 Introduction to Biometrics, L3 Biometrics – How it works, and L4
Biometrics – Fingerprints. Table 3.4 shows the associated objectives and mapping to the CSLO for each
lecture:

Table 3.4 Lecture Objectives Alignment with CSLOs
Lecture Objectives
L2 Introduction 1. Describe how Biometrics is used for identification.
to Biometrics 2. Describe Biometric identifiers and characteristics.
3. Compare and contrast Biometric techniques for cost
and accuracy.
4. Differentiate between Enrollment, Identification and
Verification processes.
5. Explain the difference between Physiological and
Behavioral characteristics.
6. Briefly describe various Biometric techniques.
7. Discuss and describe markets and applications for
Biometrics.

Maps to CSLO
• 1, 4
• 4
• 1, 2
•

1, 4

•

4

•
•

1, 2, 4
1, 3

L3 Biometrics – 1. Describe Biometric Template.
How it works 2. Explain the Enrollment and Matching process.
3. Compare Biometric, Acquisition, Sample, and Feature.
4. Compare Strength, Weaknesses, and Usability.
5. Discuss and describe Performance, FRR, FAR, FTE, ATV,
and ROC.

•
•
•
•
•

1, 4
4
2, 3
1, 2, 3, 4
1, 2, 3, 4

L4 Biometrics - 1. Describe Fingerprint identification and classification.
Fingerprints 2. Explain the different types of Fingerprint processing
and storage.
3. Explain Minutiae detection and processing.
4. Discuss Latent Fingerprints, Fake Fingerprints, and
Fingerprint Technologies.

•
•

1, 4
1, 2, 3

•
•

1, 2, 4
1, 2, 3

38

3.3.3 Labs
Objectives were set for Lab 1 and Lab 2 to support and align with the CSLO. The contents and
purpose of Lab 1 – Fingerprint Basics and Lab 2 – NIST Biometric Image Software (NBIS) will be described
in more detail in the section on Designing the Scaffolding.

Table 3.5 Lab Objectives Alignment with CSLOs
Lab
Lab 1 –
Fingerprint
Basics

Objectives
1. Use proper basic fingerprint capturing technique.
2. Identify and label fingerprint features.
3. Identify and classify fingerprints.
4. Demonstrate understanding of fingerprint standards by
performing fingerprint statistical analysis and report on
results.

Lab 2 – NIST 1. Successfully download, install and configure a VM OS
Biometric Image
environment to host NBIS.
Software (NBIS) 2. Successfully download, install and configure NBIS.
3. Use and describe the purpose of NBIS modules.
4. Describe results of execution of NBIS modules.

Maps to CSLO
• 1, 2
• 1, 4
• 1, 4
•

3

•

2

•
•
•

2
1, 3, 4
1, 3, 4

3.3.4 Project
The project NBIS Fingerprint Reader with Raspberry Pi has the following objectives:

Table 3.6 Project Objectives Alignment with CSLOs
Project Objectives
1. Design a 3D case/platform to capture fingerprints.
2. Integrate Raspberry Pi and components to capture fingerprints.
3. Implement code to capture and store fingerprint image.
4. Implement database to store user and fingerprint metadata.
5. Use NBIS libraries to analyze and match fingerprints.
6. Document and explain analysis and match results.
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Maps to CSLO
• 1, 2, 4
• 1, 2, 4
• 1, 2, 4
• 1, 2, 4
• 1, 2, 4
• 3

Although the objectives for Lab 1, Lab 2, and Project align directly to the CSLOs, these objectives also
align with each other and show an incremental progression of content knowledge, complexity, and
expected proficiency and mastery from Lab 1 to Lab 2 to the Project. This progression is by design and
in accordance with pedagogical principles described in Bloom’s Taxonomy.

3.4 Designing the Scaffolding
Planning and designing the scaffolding is a critical step in this PBL-GICL approach. Similar to
building up scaffolding used in the construction of a building, each piece must be laid on a solid
foundation and placed strategically to support one another or risk the collapse of the entire structure
due to unsupported sections. As mentioned in the previous section, objectives also play a crucial role in
determining the types of content and assignments to form the basis of this scaffolding and alignment of
activities. In addition to incorporating the principles of Bloom’s Taxonomy, each activity and assignment
was designed to incorporate the GICL Learning Cycle of Explore, Analyze, and Apply within the PBL
structure.

3.4.1 Lectures
The corner stone of this scaffolding is the lecture content. This is also the first step in the GICL
Learning Cycle, Explore. Students were given lectures on general concepts of biometrics followed by
specific lectures in different types of biometrics such as fingerprints, handprint, facial recognition, iris,
etc. Through the instructor led lectures, students were given the instructor notes on PowerPoints
through the course Learning Management System (LMS) so the students could take notes during class.
Students were also encouraged to engage in open discussions of the topics through a series of questions
asked by the instructor during lecture. The spring class of 2021 was conducted as a fully online
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synchronous class with online lectures delivered through Zoom. For spring of 2022, the class was
conducted in a classroom with lectures delivered in a face-to-face modality.

3.4.2 Labs
After completing key lectures on the concepts of biometrics, students were given individual lab
assignments to reinforce the content knowledge covered in the lectures and transition from Explore to
Analyze in the GICL cycle. Although key elements of GICL includes communication and working in
teams, this aspect of GICL was modified to allow for a two-phase approach. The first phase excluded
communication and team work and focused in individual work (Husbands & Pearce, 2012). This was
applied to Lab 1 and Lab 2 assignments to give individual students the opportunity to get familiar with
the basic content knowledge and basic technologies associated with biometrics and fingerprint analysis.
This individual work helped establish a knowledge and proficiency baseline before the students are
required to work together in the project so they are equally capable of contributing instead of
depending on one of their teammates to teach them the basics.

3.4.2.1 Lab 1
Lab 1 – Fingerprint Basics walks students through the process of capturing their own fingerprints
through the use of a lead pencil, white sheet of paper, and clear masking tape. Figure 3.4 shows a
sample fingerprint capture from one of the student lab reports. The GICL Learning Cycle was used in this
lab. The Explore phase used the lectures to provide an understanding of biometrics. The Analyze phase
utilized the fingerprint capture and labeling exercise. The Apply phase used the analysis and lab report.
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Note: Image has been altered to obfuscate student’s fingerprint minutiae details.
Figure 3.4 Sample of student fingerprint capture

As stated in the objectives, the student must identify, classify, and label fingerprint features.
These features are tallied and recorded as shown in Figure 3.5 and Figure 3.6. This process helps
students transition from theoretical concepts to the practical implementation and reinforces their
understanding of key biometric concepts such as templates, enrollment, identification, verification,
minutiae, and classifications.
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Figure 3.5 Spreadsheet showing fingerprint minutiae feature count

Figure 3.6 Spreadsheet showing fingerprint classifications
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Figure 3.7 Sample of student analysis

Students are required to analyze the features and classifications they have identified and
collected from their own fingerprints in this lab and write a report explaining their findings and
conclusions from the data analysis. Figure 3.7 shows a sample of the student data analysis.

3.4.2.2 Lab 2
Lab 2 – NIST Biometric Image Software (NBIS) instructs students to the NIST website to
download and install an open source library that contains tools for the analysis of fingerprints (Ko,
2010). This lab exposes students to the complexities and challenges involved in the digital capture,
transformation, and analysis of a fingerprint without going into the overwhelming intricate details.
Students are expected to read through the NBIS manual and learn how to use the PCASYS, MINDTCT,
NFIQ, and BOSORTH3 modules available in the NBIS library. Figure 3.8, 3.9, and 3.10 are sample outputs
collected from one of the student reports from their use of the PCASYS, MINDTCT, and NFIQ modules
respectively.
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Figure 3.8 Sample of PCASYS output

Figure 3.9 Sample MINDTCT output file
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Figure 3.10 Sample NFIQ output

These modules provide specific functionality such as the classification of a fingerprint, detection
of features, and evaluation of the quality of an image for feature extraction. These functions are
executed against a library of thousands of samples of fingerprint images available for download from the
NIST website. Students are expected to write a report of their experience in using these open source
modules and explain their understanding of the output generated from each of the NBIS modules. This
lab also follows the GICL Learning Cycle. Students Explore the concepts through the content provided in
the lecture along with the NBIS module manuals. They go through the Analyze phase as they learn to
use and understand the output of these modules. The report on the analysis of the output of these
modules moves them through the Apply phase.

3.4.3 Project
For the Project NBIS Fingerprint Reader with Raspberry Pi, students were instructed to form
groups of four or five members and were provided detailed project instructions to create a structured
project approach. Each team was instructed to design, develop, and implement a Biometric System for
an optical fingerprint reader. The project consists of multiple components and follows the GICL Learning
Cycle of Explore, Analyze, and Apply.
The Explore phase involved the Lectures, Lab 1, and Lab 2 to provide students with enough
content knowledge and experience with biometrics. Students were introduced to the concepts of
biometrics and key factors that makes a biometric system functional and secured through a series of
lectures. The assumption at this stage is that students are proficient with other Computer Science
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concepts related to coding, databases, and systems design. Lab 1 and Lab 2 further enhanced their
understanding of biometrics as described in the previous sections.
The Analyze phase is the prototyping and testing of the designs to validate that their
assumptions of the code, hardware functionality, processing speed, processing accuracy, systems
security, etc., meet requirements and expectations. Students were provided a project description to
guide them through a set of requirements and asked to be creative and design a working prototype that
is technical, functional, and secured. Students had to combine the NBIS libraries, a Raspberry Pi, an
optical camera, a prism, a database, a 3D printed case, and customized code to prototype this project.
The Apply phase is bringing all the hardware and software components together in a functional
solution that met the standards for a biometric system. Once a final prototype had been developed and
tested, students were required to collect fingerprint data and perform an analysis on the effectiveness
and security of their custom system. A full presentation with demonstration of this system is presented
in class to their peers. Questions from their peers were highly encouraged. A full written report
containing the design, code, analysis, and conclusion was required.

3.4.4 Team Leader Training, Meetings, and Status Report
Each team was required to elect a team leader to work directly with the instructor and serve as
the point of contact for the team. In addition, the team leader was given the responsibility to
coordinate, prioritize, and assign tasks. These are typical Project Manager duties and require leadership
skills. This is a critical role required by all teams and projects. Additional training on leadership skills,
Project Management, and communication was developed for the team leaders to help improve the
teamwork experience and improve the chance of project success.
Team leaders were asked to attend a series of biweekly meetings with the instructor throughout
the semester as part of this training and for mentorship. During these sessions, topics related to
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technical challenges, team dynamics, communication, conflict resolution, and project management were
discussed. Team leaders were also encouraged to share ideas and discuss challenges they encountered
throughout the project. Lastly, each team leader was required to submit a biweekly status report on the
progress of their project to the instructor. This report allowed for additional insight into the progress of
the project, potential challenges, and conflicts within the teams.

3.4.5 GICL Guided Questions
Another activity that is used to reinforce the GICL process is providing questions that engages and
guides students through the collaborative learning experience (Yang et al., 2019; Yuan et al., 2019). The
questions are divided into four categories and three levels aimed at increasing critical thinking on
technical concepts of biometrics and soft skills related to project management, teamwork, and
communication. The definitions for each level (Yuan et al., 2019), categories, and questions are shown
in Table 3.7. These questions were given to the students as in-class exercises to be completed with their
assigned project team members. These GICL exercises instruct students to assign the following team
member roles:
•

Recorder – Records all answers & questions, and provide copies to team & facilitator (instructor)

•

Speaker – Talk to other teams

•

Manager – Keeps track of time and makes sure everyone contributes appropriately

•

Reflector – Considers how the team could work and learn more effectively

Assigning roles to team members fosters productivity and team bonding (Slavin, 1980). Additional
content in the form of instructional videos that covered specific topics, were given for each of the
sections of the exercise. These videos provided context to the content and guided students to reflect on
specific topics before answering the questions.
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Table 3.7 PBL-GICL Guided Questions
Level 1 - Can be answered by reading the lecture, links, and videos provided.
Technical Questions
• What are biometric features?
• What is a biometric template?
• What is the definition of Enrollment, Verification, and
Identification in a biometric system?
• How is a biometric template used for Enrollment,
Verification, and Identification?
• What are the biometric features extracted from
fingerprints?
Project Management
Questions

•
•
•

What is Project Management?
Why is it important to understand PM processes?
Describe your project team roles and how these
contribute to the success of your project

Teamwork Questions

•
•

What does it mean to work in a team?
What constitutes a team?

Communications Questions

•
•
•

What is communication?
What is a Communication Plan in Project Management?
What factors need to be considered in communications?

Level 2 - Requires information processing and analysis.
Technical Questions
• Why are fingerprint biometric features effective?
• What modules does the NBIS software provide to
process fingerprint features? Briefly explain each
module.
• Describe the following components used to create a
fingerprint biometric system
o Biometric system (application, DB, image
processing/analysis - NBIS libraries)
o Hardware (computing, image capture, prism)
o 3D model
Project Management
Questions

•
•

How does defining roles in a project team help with the
success of a project?
What are important factors to successfully manage a
project?

Teamwork Questions

•
•

Why is teamwork important?
What are important factors for the success of a team?

Communications Questions

•

Describe how communication is used in a project and
team environment
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•

How do you develop communication skills?

Level 3 - Requires application knowledge and critical thinking.
Technical Questions
• What are the system design considerations for a
biometric system? (capture, processing, storage)
• What are the considerations for analysis, digital
processing, effectiveness of fingerprint biometric
system? (ROC, FAR, FRR, FER, image processing)
• What are the cultural, social, financial, and security
implications associated with the use of a fingerprint
biometric system?
Project Management
Questions

•
•

Describe the purpose of a Gantt chart and how to use it
What are the impacts and associated risks of a poorly
managed project?

Teamwork Questions

•
•

What skills are developed working in a team?
How do you improve skills necessary for team work?

Communications Questions

•
•

What are the risks associated with poor communication?
How can communication be improved?

Level 1 included questions for students to reflect on basic technical content and foundational
concepts of project management, teamwork, and communications. These questions guided students to
reflect on their basic understanding of these topics at the beginning stages of the PBL-GICL project and
laid a common foundation of technical and soft skills. Level 2 questions were given halfway through the
project to continue to guide students and expand on their understanding of these topics as they are
going through the process. These questions helped them reflect on their recent past experiences of
working through the technical aspects of the project and interaction with their team members through
possible conflicts and successes. Level 3 questions were given to the students a week before the end of
the project. The aim of these last set of questions is to get students to reflect on their full experience
throughout the project and the learning lessons they take with them. Students are also asked to reflect
on ways to improve upon what they have learned.
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3.5 Embedded Assessments and Data Collection
A good portion of the data collected in this research study is through pre and post-surveys. The
surveys use a Likert Scale which is also known as Ordinal Data. It is not possible to calculate a true mean
or standard deviation for this type of data because it does not have a normal distribution, therefore, it is
also not possible to use traditional inferential or descriptive statistics for parametric analysis like T-test
or ANOVA. The alternative to these traditional methods to determine the significance of the data is to
use Ordinal Data Tests (Barry, 2017). The Mann-Whitney U Test shown in Table 3.8, is an alternative to
independent T-test in which data from 2 separate groups are used.

Table 3.8 Data Tests
Method Formula
Mann-Whitney U Test
𝒏𝟐 (𝒏𝟐 + 𝟏)
𝑼 = 𝒏𝟏 𝒏𝟐 +
−
𝟐

Paired T-test

𝒕=

̅𝟏 − 𝒙
̅𝟐
𝒙
𝒔𝟐
𝒔𝟐
√ 𝟏+ 𝟐
𝒏𝟏 𝒏𝟐

𝒏𝟐

∑ 𝑹𝒊
𝒊=𝒏𝟏 +𝟏

Legend
U = Mann-Whitney U Test
n1 = Sample size one
n2 = Sample size two
Ri = Rank of sample size
̅
𝒙𝟏 = Mean sample 1
̅𝟐 = Mean sample 2
𝒙
𝒏𝟏 = Sample 1 subjects
𝒏𝟐 = Sample 2 subjects
𝒔𝟐𝟏 = Sample 1 variance
𝒔𝟐𝟐 = Sample 2 variance

Given these parameters, the Mann-Whitney U Test is used to evaluate the differences between
POGIL and PBL-GICL because the survey values collected for each group are independent. A real
difference is observed when one set of scores has a greater concentration at either end of the ranking.
An even distribution from both scores across the ranking means there’s no difference. The median
score is used to describe the difference between the two models. This test is also used to evaluate the
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pre and post-surveys in PBL-GICL. The median score is also used to describe the difference between the
two data sets.
The parametric properties of the exam data allowed for the use of T-test for statistical analysis.
The T-Test for 2 dependent means is used to compare the exam questions between the midterm and
final exams. This test was also used to compare the exam questions for the purpose of discussing the
effectiveness of online and face-to-face class modalities.

3.5.1 Pre and Post-Surveys
In order to better understand the impact, learning experience, and effectiveness of the PBL-GICL
approach for teaching cybersecurity concepts, an anonymous pre- and post-survey was used to bookend
this research study. The Pre-Survey sought to derive student perspectives on several topics prior to
beginning the project. The Post-Survey had the same set of questions plus several additional sections
with a slant on post experience and lessons learned. Table 3.9 lays out the major groupings for the pre
and post-survey questions. All questions for each section on the pre and post-surveys can be found in
Appendix B. The additional post-survey sections were added to gather data on the student’s learning
process and perspective on cybersecurity concepts, online and in-class learning experience, and
makerspace experience.
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Table 3.9 Pre and Post-Survey question sections
Survey Question Sections
Pre 1. Learning Objectives
2. Teamwork
a. Self-Assessment
3. Engagement and Learning Experience
4. Understanding of Makerspace
5. Demographic
Post 1. Learning Objectives
2. Cybersecurity Concepts
3. Teamwork
a. Self-Assessment
b. Team-Assessment
4. Engagement and Learning Experience
5. Course Experience (Online / In-Class)
6. Makerspace Experience
7. Open-ended Questions
8. Demographic

These surveys gathered quantitative data on topics such as students’ understanding of the
learning objectives, teamwork, and engagement. Additional questions to collect demographic data was
also included. A seven (7) point Likert scale was used to gather the quantitative data where appropriate.
Several short answer open-ended questions were used to gather student feedback on the project. The
data collected in the Pre-Survey provided a baseline measurement of the students’ confidence in
achieving the learning objectives, attitude and comfort with working in teams, and expectations with
the project and makerspace lab. The data collected in the Post-Survey allowed for an analysis of
changes in attitude, confidence, comfort, and expectations with regards to the sections in the presurvey and students’ knowledge and familiarity with cybersecurity biometric technical concepts.
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3.5.2 Peer Reviews
Working in teams is challenging even in professional settings. Students often have little to no
experience working in teams and collaborating. Conflicts may arise from team members who do not
contribute to the work due to lack of interest or tend to dominate and impede contributions from other
students (Felder & Brent, 2007). This type of behavior creates a negative impact in the productivity,
attitude, teamwork experience, and success of collaborative assignments. Through the PBL-GICL
project, students are able to practice and improve their leadership, teamwork, conflict resolution, and
communications skills. These topics are covered in the team leader training and biweekly meetings
described in the previous section; however, the practice and implementation are often not observed by
the instructor when students meet with their team members outside of regular class time. A Peer
Review grading table (Figure 3.11) is provided to encourage team participation and give individual
students the ability to hold each other accountable to their contributions to the success of the team.
This assessment helps evaluate the effectiveness of the team leader training, students’ ability to work in
teams, team productivity, and team bonding.

54

Figure 3.11 Peer Review grading sheet

Students are asked to fill this grading sheet and submit it as an assignment that is included as part of
the overall grade for the project. Students grade themselves and their team members on a scale from
one (1) to ten (10), where one (1) is low and ten (10) is high, for the categories of:
•

Participation during project meetings

•

Contribution of code and presentation content to the project

•

On time and consistent attendance to meetings

•

On time and consistent delivery of content to the team

Students grade submissions are aggregated and an average score is calculated to maintain student
anonymity. The intent is to help students feel comfortable with providing an honest feedback without
having to worry about retribution or that their teammates will get upset at them. The ability to collect
this type of feedback provides an interesting insight to the team dynamics and student’s attitude and
experience.
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3.5.3 Midterm and Final Exam Questions
In addition to assessing the student’s perception of the benefits of the PBL-GICL project and
team experience through the surveys and peer reviews respectively, it is also important to assess the
student’s learning of the course content. The traditional assessment approach has been through
assignments, quizzes, projects, and exams; however, these assessments are given through the course of
the semester as a continuous evaluation of the student’s competency. The grades are aggregated to
produce a final grade. This approach does not provide a way to create a baseline and observe
improvements.
In order to collect relevant data to create a baseline so that an assessment can be performed to
determine if the student learned and improved in their understanding and proficiency of a specific
content, a series of questions were selected for the midterm and final exams. These questions are
directly related to the content knowledge needed for the PBL-GICL project and they are aimed at
assessing how effectively the students learned these concepts. At the time the students take the
midterm exam, they would be in the early stages of working on the project and the biometric concepts
may not be as well understood by the students. The hypothesis is that by the time the project is
completed, the students are able to show a higher level of competency on these biometric concepts.
Table 3.9 shows the questions given in the midterm and final exams for this comparison and analysis.
The answers to these exam questions have been explicitly omitted from this table.
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Table 3.10 Assessment of PBL-GICL student learning using Midterm and Final Exam questions
Midterm and Final Exam Questions
1. Place these biometric techniques in order of accuracy from most accurate to least
accurate.
2. The uniqueness of a fingerprint can be determined by the:
3. Factors that can affect the matching result of a user’s biometric data includes:
4. The definition of Biometry is:
5. A system with a false acceptance rate of 0 percent, but false rejection rate of 50 percent,
is secure but unusable.
6. Fake fingerprint detection can be achieved by _______ analysis of those materials that
are typically used to create fake fingers.
7. _________ is a process to acquire, assess, process, and store user’s biometric data in the
form of a template.
8. The biometrics ________ process flow can confirm or deny a specific identification claim
of a person.
9. ______ is defined as the measurement technique of the human body and its specific
parts.

3.6 Facilitate Resources
Diversity and inclusion are an important factor to consider in a student-centered learning
approach to ensure that resources and opportunities are available and offered to all students. This
approach follows claim number nine from (Husbands & Pearce, 2012) – “Effective pedagogies are
inclusive and take the diverse needs of a range of learners, as well as matters of student equity, into
account”. Different socio-economic backgrounds may impact the students’ ability to learn due to
financial constraints that may affect their ability to purchase appropriate resources needed for
assignments and projects. This inability to acquire resources may cause emotional anxiety that can
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affect the students’ academic performance. Another effect that socio-economic inequity can create is
social distress and lower self-confidence.

3.6.1 Equipment, Software, and Technology
In consideration of socio-economic factors and students’ needs, the CSE Department at UTC
supplied the necessary equipment required for the PBL-GICL project. Each student received a package
containing the following equipment:
•

CanaKit Raspberry Pi 4 Model B with 4GB of RAM and a 32GB MicroSD card

•

250GB USB drive

•

1.25” x 1.25” prism

•

Autofocus camera attachment

Detailed installation and configuration instructions were given on how to assemble and connect the
Raspberry Pi to the autofocus camera. Students were instructed to download and install the Raspberry
Pi OS (32-bit) version in the 32GB MicroSD card. The 250GB USB drive was used to store the NBIS
libraries, additional libraries, customized code, and database. Figure 3.12 shows the Raspberry Pi 4 and
Figure 3.13 shows the assembled Raspberry Pi with the camera and prism.
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Figure 3.12 Assembled Raspberry Pi 4, prism, and autofocus camera

Figure 3.13 Assembled Raspberry Pi 4, prism, and autofocus camera
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Students were also instructed to use the NIST Biometric Image Software (NBIS) for the project.
This is an open source biometric software that can be used to analyze scanned fingerprint images for
image quality, minutiae detection, classifications, and generate fingerprint matching that can be used to
calculate False Acceptance Rate (FAR) and False Rejection Rate (FRR). This software was developed for
the Federal Bureau of Investigation (FBI) and Department of Homeland Security (DHS) (Ko & Salamon,
2010). Students used this open source software to match captured fingerprints and perform their
statistical analysis for their project report.

3.6.2 Makerspace
Makerspaces are venues for carrying out do-it-yourself (DIY) activities. They typically are home
to various machines and hand tools, including 3-D printers, laser cutters, vinyl cutters, vacu-formers,
sewing and embroidery machines, among others. Laptop or desktop computers in makerspaces are
loaded with design software for use with these machines and tools. In the education realm, they are
used to give students the opportunity to engage in ideation and to build prototypes, as part of a projectbased learning component of a given course. As of 2020, there were over 2,300 makerspaces globally
(hackerspaces, 2021).
Makerspaces are the physical manifestation of the maker movement, considered by some to be
the most important economic movement since the Industrial Revolution (C. Anderson, 2012). It
represents a migration away from mass production in factory facilities to small-scale manufacturing
often by end users. Makerspaces have been found to promote creativity and innovation and
makerspace projects frequently lead to new business startups (Halbinger, 2020). With so many tools
that provide ease of access to quickly create and test prototypes, makerspaces are an ideal choice to
incorporate and leverage into the PBL-GICL approach.
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In addition to the Raspberry Pi kit, students also needed a way to create a case to hold the
different components for the optical fingerprint reader. The Hatch It! Lab makerspace at the Center for
Innovation and Entrepreneurship at UTC served as an ideal space for prototyping the fingerprint reader.
It houses six 3-D printers and the requisite design software for their operation. The makerspace is
staffed by trained student workers, called Makerspace Managers, who troubleshoot, assist in using the
equipment, and police safety protocols. Students in this course received required training in the safe
use of the makerspace before they were allowed to schedule time in the lab.

Figure 3.14 Sample prototyping progression from cardboard to final 3D case

The makerspace is not merely a place to build a prototype. It is a safe space for
experimentation and creativity. Students were able to fail in their efforts as they tested different 3D
case designs, reflect on what went wrong, and pivot to try a new approach (Loh & Ang, 2020). In this
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way, both the principles of the scientific method and the necessity of having an entrepreneurial mindset
could be taught simultaneously.

3.7 Soft / Process Skills
PBL and GICL are student-centered learning models that incorporate teaching soft skills such as
critical thinking, teamwork, leadership, communication, project management, prioritization, time
management, and conflict resolution (Anazifa & Djukri, 2017; He et al., 2022; C. Johnson, 2019; Sherman
et al., 2019; Yuan et al., 2019). To teach these soft skills, a number of activities were incorporated into
PBL-GICL to give students the opportunity to learn and practice. These skills are divided into three
sections; however, the skill sets defined in each of these sections overlap and help complement each
other:
1. Problem Solving and Critical Thinking
a. Experimentation
b. Analysis of Results
c. Guided Questions
2. Collaboration
a. Teamwork
b. Team Leader Selection
c. Assignment of Roles and Responsibilities
d. Communication
e. Conflict Management
3. Project Management
a. Time Management
b. Scheduling and Prioritization
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c. Task Management

3.7.1 Problem Solving and Critical Thinking
The PBL-GICL approach gives students an opportunity to practice problem-solving and critical
thinking through GICL’s Explore, Analyze, and Apply Learning Cycle as they work on the optical
fingerprint reader project. Students Explore the theoretical principles and applications of cybersecurity
and biometrics through the lecture content and lab activities. Through design and prototyping, students
are able to put in practice critical thinking skills in the Analyze phase. Given the observations and
analysis of the prototypes, students are able to apply problem-solving skills by selecting and
implementing the best solution in the Apply phase. The GICL Learning Cycle is used through the project
as well as through individual lab activities to reinforce the practice of critical thinking and problemsolving. The guided questions provided at the beginning, middle, and end of the project are also
designed to play a role in guiding students to reflect on the problem-solving and critical thinking as it
relates to the technical, teamwork, project management, and communication components.

3.7.2 Collaboration
Specific activities were designed to allow students to practice skills necessary to work together
and feel a sense of belonging in a group. These activities although simple, helps create a sense of
identify and bonding amongst the students (Slavin, 1980).
At the beginning of the PBL-GICL project, students were instructed to form groups of four or five
members and were provided detailed project instructions to create a structured project approach.
Instructions included coming up with a team name, selecting a team leader, identifying student’s
technical skills, defining roles and responsibilities, creating a schedule of tasks and timelines, and
agreeing on a communication plan and meeting frequency. Some of these activities are needed to form
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a team while others are project management specific; however, without the team formation activities, it
is not possible to function in a project.
A simple and critical activity in creating a sense of team and belonging is defining a team name
to help enhanced students’ perception of identity. Having a team name gives them a sense that they
are part of a group.
The selection of a team leader is an important step to define roles and responsibilities and
create an organizational structure to manage the project. Team leaders were tasked with identifying
each team member’s technical skills and defining their roles and responsibilities. This is a critical step in
the team formation to ensure everyone in the team understands their contribution and what the team
expected of them. This approach was derived from the organizational development literature on team
building, and particularly the work of Richard Beckhard (R. Beckhard, 1972; R. H. Beckhard, R. T., 1987).
Beckhard was the co-developer of a model for team building called GRPI (goals, roles, processes, and
interpersonal relationships), which he asserted were the keys to successful and high-performing teams.

3.7.3 Project Management
Project Management requires the practical understanding of many different topics and skills
(PMI.org, 2022) and years of learning and practice to achieve proficiency. Teaching students all the skills
required to be a Project Manager is out of the scope of this PBL-GICL approach; however, it is possible to
get students started on learning and practicing basic proper project management skills and prepare
them to be better collaborators and professionals. As described previously, in order to put in practice
project management, it is necessary to understand how to form teams and collaborate. The formation
of teams complements the ability to manage and execute projects.
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Several activities were required to be completed for proper management of the project. The
team leader was assigned the responsibility of Project Manager. Included in this responsibility, the team
leader was asked to:
•

Manage the project tasks schedule.

•

Set priorities to the tasks.

•

Assign tasks to team members.

•

Communicate and coordinate with the team members and the stakeholder (instructor).

Although much of the project work, leadership, and decision making relied on the team leader, it is
necessary to also include team members in the project management process. A good Project Manager
relies on the expertise and collaboration of team members to successfully perform many of the project
management tasks. Team leaders were instructed to work with team members to help define the
expected timeline and effort to foster a sense of responsibility and ownership within the team and each
of the team members.

3.8 Additional Considerations
This course was first taught using the PBL-GICL approach during the spring of 2021 with an
online synchronous modality due to the constraints imposed by the onset of the COVID-19 pandemic. In
the online synchronous modality, all lectures, lab assignments, templates, and exams were converted
and made available online through the LMS. Weekly class meetings were conducted over Zoom twice a
week to deliver the lecture to the students. While on Zoom, students were asked to keep their cameras
on to allow the instructor to assess facial expressions and body language (Loh & Ang, 2020).
Due to the circumstances imposed by the pandemic, teams met online to work on their designs,
presentation, and report. When it was possible to follow health safety guidelines, students occasionally
met face-to-face on campus at the makerspace lab to print their 3D design and discuss improvements.
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Data collection was also affected. Some questions in the survey were adjusted to account for the online
modality and modified to fit face-to-face modality of the class for spring of 2022. All other aspects of
the PBL-GICL approach were kept the same for both online and face-to-face modality.
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CHAPTER 4
4. RESULTS

Various tools were used to collect the data to assess the POGIL and PBL-GICL approaches for this
research study. The data collection included pre and post-surveys, peer review scores, and assessment
questions that were included in the Midterm and Final exams. This data was collected and analyzed
with the objective of answering these research questions:
1. How does PBL-GICL approach compare to POGIL as a learning model for teaching cybersecurity?
2. How effective is the PBL-GICL approach for teaching cybersecurity concepts?
3. What are the challenges and opportunities in implementing PBL-GICL to teach cybersecurity?
As established in previous sections, the field of Cybersecurity is considered to be multidisciplinary (Crick
et al., 2020; Karjalainen et al., 2019; Parrish et al., 2018; Stockman, 2013) and traditional teaching
approaches that are heavily dependent on lectures can be improved. Alternative learning models that
are student-centered and incorporate active learning have shown good results (Andriani et al., 2019; He
et al., 2022; Sherman et al., 2019; Yadav et al., 2021; Yang et al., 2019; Yuan et al., 2019). Answering
these research questions will contribute to the overall pedagogical knowledge on using and combining
established learning models that can be effective in teaching cybersecurity. Identifying effective
learning models to teach cybersecurity will help mitigate the shortfall of qualified cybersecurity
professionals.
POGIL has been shown to be effective in teaching many disciplines and is an established learning
model. PBL and GICL by themselves are also established and have been shown to be effective; however,
the performance of the PBL and GICL learning models when combined is not currently known. The data
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collected from the Pre and Post-surveys for the POGIL DAC Modules are used for the purpose of
establishing a baseline score on which to measure the performance of the PBL-GICL approach. The
measurement between this baseline score and the score obtained from the PBL-GICL approach are the
basis for the analysis in answering the first research question.
The analysis of the Pre and Post-survey, Peer Review scores, and assessment questions are used
to answer the second research question. The survey questions are divided into sections that evaluate
quantitative data on students’ perceptions such as teamwork and learning experience. The Peer Review
and assessment questions evaluate quantitative data on PBL-GICL’s performance on teaching
soft/process skills and cybersecurity content knowledge.
The third research question is answered through a discussion on notes and anecdotes collected
over the course of designing, implementing, and executing the PBL-GICL framework. This section
reflects on lessons learned and some potential improvements for the next cycle and future research.
Most of the data collected in the surveys uses a seven-point Likert scale. For the purpose of this
research study, the scales for Strongly Agree, Agree, and Somewhat Agree were considered as Agree
and the scales for Strong Disagree, Disagree, and Somewhat Disagree were considered as Disagree. No
distinction was used between these scales unless notable trends required highlighting. Charts that do
not show data for pre and post-surveys are assumed to be post-survey data unless otherwise noted in
the discussion.

4.1 POGIL and PBL-GICL
The survey data for the POGIL DAC Module was collected in 2019, 2020, and 2021 in the spring
and fall semesters across several undergraduate and graduate level cybersecurity courses and are part
of current research conducted by (Yang et al., 2019). The Pre and Post-survey questions used in the
POGIL DAC Module were designed by (Yang et al., 2019) for the purpose of their research to assess the
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performance and effectiveness of POGIL as a learning model for teaching cybersecurity concepts. The
total number of individuals were N=116 and they were given the same questions for the Pre and Postsurveys.

4.1.1 Attitudes and Behaviors About Cybersecurity
The first section on the POGIL surveys focused on the students’ general attitude towards
cybersecurity. Figure 4.1 shows a slight improvement in the students’ attitude about acting to prevent
cybersecurity incidents and time spent learning about cybersecurity. On the question of acting to
prevent cybersecurity incidents, no significant changes are observed in the selections for Never, Very
Rarely, Occasionally, and Frequently. The most notable changes occurred in Rarely and Very Frequently
where students’ responses dropped from 12% in the pre-survey to 3% in the post-survey and increased
from 12% in the pre-survey to 20% in the post-survey respectively. On time spent learning about
cybersecurity, the most notable changes occurred in 2-3 hours and 7-9 hours where it dropped from
22% to 17% and increased from 7% to 14% from pre to post-survey respectively. These are positive
outcomes in engaging students on the importance of learning about cybersecurity and putting it into
practice.
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Figure 4.1 Students’ attitude towards incident prevention and learning about cybersecurity

The questions in Figure 4.1 were not included in the PBL-GICL surveys so no baseline is created or direct
comparison can be performed; however, a question included in both research studies (Figure 4.2) shows
92% and 86% of students in POGIL and PBL-GICL respectively, agreed they had interest in learning more
about cybersecurity topics after completing the exercise and project.

Figure 4.2 Students interested in learning more about cybersecurity topics
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4.1.2 Teamwork Experience
Working in teams is a skill students have the opportunity to practice when using POGIL and PBLGICL. When using these learning models, students assigned roles to each team member based on
interests, abilities, and experience; practiced effective communication, leadership and collaboration;
and exercised accountability and contributed to the team effort. When the students were asked if they
had a positive experience working with team members, the post-survey data shows 83% of students in
PBL-GICL agreed compared to 76% of students POGIL as seen in Figure 4.3.

Figure 4.3 Had a positive experience working in teams

The difference between the PBL-GICL and POGIL agree scores is small at 7 points for the post-survey;
however, the difference between the pre and post-survey for the agree scores shows a significant
change in attitude in POGIL increasing from 22% to 76%. In PBL-GICL, for agree, there was an overall 5
point improvement while in POGIL it was 54 points. These are interesting differences between POGIL
and PBL-GICL. Further research is needed to analyze the differences between these responses. A
hypothesis for these differences may be attributed to the students’ prior experience in working in teams
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given that for the pre-survey, students could not had answered this question based on the current team
they were assigned to. The agree parameters for the post-survey are supported by a couple of
teamwork experience questions on whether the students’ attitude improved towards teamwork (Figure
4.4) and if they are satisfied with the team accomplishments (Figure 4.5). The parameters for both of
these questions in POGIL for pre and post-surveys (Figures 4.4 and 4.5) mirrors those of positive
experience working in teams (Figure 4.3). The post-survey in PBL-GICL is also consistent in both of these
questions (Figures 4.4 and 4.5) with approximately 80% of students agreeing.

Figure 4.4 Attitude improved towards teamwork
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Figure 4.5 Satisfied with team accomplishments

It is also interesting to note that the number of students who disagreed in the post-survey
(Figure 4.3), increased by 10 points in POGIL and decreased by 5 points in PBL-GICL. In both cases, the
number of students who disagreed was approximately 15% which may be due to personal lack of
interest in the assigned work or minor conflicts between team members. This hypothesis is supported
by questions asking whether the work was distributed equally despite assignment of roles and
responsibilities as shown in Figure 4.6. POGIL shows 11% while PBL-GICL shows 20% of students
disagreed. The post-survey data also shows that in POGIL, 84% of students felt the work was distributed
equally while 75% of students felt the same in PBL-GICL.
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Figure 4.6 Workload was distributed equitably

Questions in the post-survey for PBL-GICL on whether team members completed these tasks on time
and came prepared, show potential conflicts between team members with a disagree rate of 22% and
16% respectively as seen in Figure 4.7 and Figure 4.8 respectively.

Figure 4.7 Team members completed tasks on time
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Despite these issues with a few team members not completing their work on time and not
coming prepared, Figure 4.7 also shows that in POGIL, 93% of students agreed that team members
completed their tasks on time compared to 71% in PBL-GICL. In Figure 4.8, 90% agreed that team
members came prepared in POGIL compared to 83% in PBL-GICL. The differences of 19 points and 7
points in these two questions in favor of POGIL may be attributed to the fact that POGIL is a one-hour
class exercise compared to a semester long project in PBL-GICL. More students will be able to complete
their assigned tasks and be prepared for POGIL than for PBL-GICL.

Figure 4.8 Team members came prepared

Self-assessment questions on completing tasks on time and coming prepared were included in
PBL-GICL (Figure 4.9). The self-assessment for pre and post surveys for these questions were both at
over 95% agree. Only a small percentage reported that they had not completed tasks on time and came
prepared. These parameters are not consistent with those reported in Figures 4.7 and 4.8. The selfperceptions do not seem to agree with expectations of others.
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Figure 4.9 I complete my tasks on time and I come prepared to participate

Students also reflected on their own contribution to the team with 87% of POGIL and 91% of
PBL-GICL stating they are strong contributors as seen in Figure 4.10. These numbers are approximately
10-15 points higher than the completion of tasks and preparedness. No assessment was performed to
reconcile these differences. A probable cause may be individual student’s perception of what they
contributed versus what other team members expected of them similar to the responses seen in Figures
4.7, 4.8, and 4.9.
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Figure 4.10 I am a strong team contributor

Successful completion of POGIL and PBL-GICL depended on good team cohesion and
communication. These team characteristics rely on factors such as good team leadership to guide team
members, assign and prioritize work, communicate with team members, and facilitate intra team
communication including conflict resolution. The practice of these soft/process skills typically fall on the
assigned or elected team leader; however, all team members were encouraged to practice these skills
whenever possible during their team interactions. When asked whether the team leader practiced and
exemplified these skills, 78% students in POGIL and 85% of students in PBL-GICL agreed in the postsurvey (Figure 4.11).
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Figure 4.11 Team leader management

Questions asking if team communication was effective and whether everyone contributed to the
success and worked well together, supported these survey parameters showing effective leadership.
Figure 4.12 shows post-survey parameters for effective team communication of 87% for POGIL and 82%
for PBL-GICL agreeing. For team success and working well together (Figure 4.13), 87% in POGIL and 84%
in PBL-GICL agreed. These scores are very high and reflect the level of collaboration within the teams.

Figure 4.12 Team communicate effectively
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Figure 4.13 Team worked well together

4.1.3 Motivation and Engagement
Good leadership, collaboration, communication, and accountability have an impact on students’
teamwork experience. The previous section showed evidence that in general, both POGIL and PBL-GICL
students had a good teamwork experience as it relates to working together and management of the
related assignment tasks. An interesting set of questions derived from the teamwork experiences
include the students’ perspective of their learning experience, motivation to learn more, desire for more
similar learning activities, effectiveness of the learning activities, and adequate level of effort to
successfully complete assignment. The scores from these different perspectives help support the survey
parameters from teamwork experience.
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Figure 4.14 Good learning experience

The survey score parameters for learning experience shows that 65% of POGIL and 91% of PBLGICL agreed that it was an interesting and good learning experience as shown in Figure 4.14. The
parameters for disagree show 24% for POGIL and 8% for PBL-GICL while the parameters for Neither
Agree nor Disagree show 10% for POGIL and 2% for PBL-GICL. These are interesting and notable
parameters because they diverge from the general parameter patterns seen in teamwork experience
where the scores for POGIL and PBL-GICL were similar. The Strongly Agree parameter shows a 28%
difference in favor of PBL-GICL while the spread for Disagree and Neither Agree nor Disagree is 16% and
8% respectively. Although 16% and 8% seem like small percentages, they are significant when
considered in the overall context. It is unclear why these parameters diverge so greatly between these
surveys; however, a possible explanation is that students had more time to internalize the experience
and learn through the PBL-GICL approach and therefore felt that it was a better learning experience.
This diverging score pattern on the Strongly Agree, overall disagree, and Neither Agree nor
Disagree parameters between POGIL and PBL-GICL continues to repeat itself in the following survey
questions. Focusing solely on the Strongly Agree parameter:
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•

POGIL shows 8% and PBL-GICL shows 44% for motivation to learn (Figure 4.15).

•

POGIL shows 9% and PBL-GICL shows 42% for recommending this type of teaching approach
(Figure 4.16).

•

POGIL shows 10% and PBL-GICL shows 44% for effective learning experience (Figure 4.17).

•

POGIL shows 13% and PBL-GICL shows 44% for adequate level of effort (Figure 4.18).

Figure 4.15 Motivated to learn more

Figure 4.16 Recommend this type of teaching approach
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Figure 4.17 Effective learning experience

Figure 4.18 Adequate level of effort

A key aspect of student-centered active learning models is the development of soft/process
skills such as critical thinking. The post-survey parameters in Figure 4.19 show that 71% of POGIL and
96% of PBL-GICL students agreed that the related assignments gave them the opportunity to practice
problem solving and critical thinking skills. Similar to the previous questions in this section, 46% and
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12% responded Strongly Agree for PBL-GICL and POGIL respectively. The most notable difference is that
responses to disagree and Neither Agree or Disagree only accounted for 2% each in PBL-GICL while
POGIL had 14% each.

Figure 4.19 Analysis and critical thinking

4.1.4 Statistical Significance
Statistical analysis of the survey questions helps validate the observations discussed in this
section regarding students’ attitudes and behaviors about cybersecurity, teamwork experience, and
motivation and engagement. The Mann-Whitney U Test was used to perform these nonparametric
analyses. Table 4.1 shows the null hypothesis (H0) and alternate hypothesis (H1). Table 4.2 references
the related POGIL and PBL-GICL median scores, z-scores, p-values, and rejected hypothesis. These
calculations where performed as a one-tailed test with a significance value of 0.05.
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Table 4.1 POGIL and PBL-GICL Hypothesis
Hyp#

H0
Attitudes and Behaviors About Cybersecurity

1

POGIL/PBL-GICL motivate students to learn about
cybersecurity

1

POGIL/PBL-GICL create positive experience for working
in teams
POGIL/PBL-GICL improved attitudes towards teamwork
POGIL/PBL-GICL distributes workload equitably
POGIL/PBL-GICL students complete tasks on time
POGIL/PBL-GICL students come prepared to participate
POGIL/PBL-GICL students are strong contributors
POGIL/PBL-GICL team leaders are effective
POGIL/PBL-GICL have effective team communication
POGIL/PBL-GICL team members to work well together

H1

PBL-GICL does not motivate students to learn about
cybersecurity

Teamwork Experience
2
3
4
5
6
7
8
9

PBL-GICL does not create positive experience for
working in teams
PBL-GICL does not improve attitude towards teamwork
PBL-GICL does not distribute workload equitably
PBL-GICL students do not complete tasks on time
PBL-GICL students do not come prepared to participate
PBL-GICL students are not strong contributors
PBL-GICL team leaders are effective
PBL-GICL does not have effective team communication
PBL-GICL team members do not work well together

Motivation and Engagement
1
2
3
4
5
6

POGIL/PBL-GICL are good learning experiences
POGIL/PBL-GICL motivate students to learn
POGIL/PBL-GICL students recommend this type of
learning approach
POGIL/PBL-GICL is an effective learning experience
POGIL/PBL-GICL have adequate levels of effort
POGIL/PBL-GICL students use analysis and critical
thinking

PBL-GICL is a good learning experience
PBL-GICL motivate students to learn
PBL-GICL students recommends this type of learning
approach
PBL-GICL is an effective learning experience
PBL-GICL has adequate level of effort
PBL-GICL students use analysis and critical thinking

Table 4.2 POGIL and PBL-GICL P-Values
Hyp#

Median

Z-Score

H0

H1

7

6

P-Value

Reject

Attitudes and Behaviors About Cybersecurity
1

1.45916

0.07215

H1

0.06426
0.00005
0.06178
0.00264
0.0548
0.2327
0.02807
0.27093
0.28096

H1
H0
H1
H0
H1
H1
H0
H1
H1

0.00006
0.00001
0.00001
0.00001
0.00018
0.00001

H0
H0
H0
H0
H0
H0

Teamwork Experience
1
2
3
4
5
6
7
8
9

6
5
6
6
6
6
6
6
6

6
6
6
6
6
6
6.5
6
6

1
2
3
4
5
6

6
5
5
5
5
5

6.5
6
6
6
6
6

-1.51933
-3.8949
1.53924
2.79174
1.60495
-0.73079
-1.9136
0.61331
-0.58145

Motivation and Engagement
-3.84114
-4.9423
-4.53011
-4.27324
-3.57232
-4.99009
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For the survey section on attitudes and behavior about cybersecurity, the question selected for
analysis was whether POGIL and PBL-GICL had a positive impact on the students’ experience working in
teams. Based on the p-value and significance threshold of 0.05, the alternate hypothesis was rejected.
For the section on teamwork experience, most of the alternate hypothesis were rejected. This is
consistent with the observations that students using the PBL-GICL model encountered challenges with
team collaboration and participation. The POGIL model performed better in this section probably due to
its shorter time span of student interaction. The last section on motivation and engagement showed
rejection of all null hypothesis and supports the observation that students using the PBL-GICL model felt
more motivated and engaged in the process. This is also probably due to shorter time span spent in
POGIL compared to the longer time span spent in PBL-GICL.

4.1.5 POGIL and PBL-GICL Discussion
Based on the analysis of these surveys, student ratings for Attitudes and Behaviors About
Cybersecurity and Teamwork Experience, POGIL and PBL-GICL are comparable learning models. Both
models provided students with great experiences with most scores ranging between 70%-85% agreeing
on the positive experience. Overall, POGIL generally had slightly higher scores on average. These higher
scores are perhaps due to the limited interaction students had with POGIL since it was practiced as a
one-time in-class exercise versus a semester long project as in PBL-GICL. This limited exposure would
have shielded students from potential conflicts usually encountered in prolonged group assignments
that require regular interaction, communication, and collaboration.
POGIL is a great and established learning model that has shown benefits in engaging students
and proven itself in teaching in many academic fields. Compared to POGIL, for Motivation and
Engagement, PBL-GICL is rated noticeably higher than POGIL in every question by approximately 33
points in the Strongly Agree parameter. Also, the percentage of students who selected disagree was
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lower in PBL-GICL compared to POGIL. These differences may be attributed to the long-term
engagement with completing the labs, project, and assessments that requires students to have a higher
level of commitment and personal investment. This is consistent with survey parameters from Figure
4.5 where 81% of PBL-GICL and 89% of POGIL students agreed they were satisfied with team
accomplishments.

4.2 PBL-GICL
Several sets of data were collected to answer the second research question – How effective is
the PBL-GICL approach for teaching cybersecurity concepts? These data sets consisted of surveys on
various topics and assessments that included a peer review and exam questions. The Pre and Postsurveys for this research were conducted during the spring of 2021 and 2022 with number of individuals
N=35 and N=22 respectively, for a combined N=57. The data collected in the Pre-survey provided a
baseline measurement of the students’ confidence in achieving the learning objectives, teamwork
experience, engagement and learning experience, and expectations of the makerspace lab. The Postsurvey included the same groups as the Pre-survey with additional sections on cybersecurity concepts,
course experience, and a set of open-ended questions. Teamwork Experience was included in the
previous section so it will not be discussed again in this section. Demographic information was also
collected and is covered in this section.

4.2.1 Learning Objectives
The parameters collected in the Pre and Post-survey for learning objectives show a sharp
contrast in students’ understanding and level of confidence on their abilities to successfully complete
the necessary tasks. In the Pre-survey, Figure 4.20 shows 31% of students were not confident they
could use a Raspberry Pi to capture fingerprints compared to 59% who had confidence this could be
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achieved. It is important to point out that only 11% selected Strongly Agree while 21% and 27% selected
Agree and Somewhat Agree in the Pre-survey. These scores show a sharp contrast in the Post-survey
where only 4% did not agree and 94% agreed on this objective. Looking at the agree parameters in
detail, 46%, 40%, and 8% of students selected Strongly Agree, Agree, and Somewhat Agree respectively.
This is a significant shift in the students’ level of confidence. The same pattern and similar parameter
scores can be observed in the other objectives on use the NBIS libraries for analysis (Figure 4.21),
implement code to capture fingerprints (Figure 4.20), and implement a database to store fingerprint
data (Figure 4.21).

Figure 4.20 Learning Objectives - Use Of Hardware And Software Tools
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Figure 4.21 Learning Objectives - Implementation of Code and Database (DB)

Additional Post-survey questions support the patterns seen in Figures 4.20 and 4.21. Students
indicated that they had confidence in documenting and explaining the analysis of the project with 97%
agreeing, while 94% were confident they were able to meet the learning objectives (Figure 4.22).

Figure 4.22 Confidence In Meeting Objectives And Performing Analysis
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4.2.2 Cybersecurity Concepts
A set of questions was dedicated to assess the students’ perspective on their understanding of
cybersecurity biometric concepts. These parameters were only collected in the Post-survey to ensure
students were presented with the same information, had the opportunity to practice the concepts, and
undergone the full experience of the project. The parameters show a consistent pattern for every
question in this set with over 94% agreeing they have a better understanding of biometrics (Figure 4.23);
92% agreeing they understand how to use NBIS (Figure 4.23); 92% agreeing they understand the
difference between the concepts of enrollment, verification, and identification (Figure 4.24); and 92%
agreeing they understand the difference between False Acceptance Rate (FAR), False Rejection Rate
(FRR), and Hamming Distance (Figure 4.24).

Figure 4.23 Understand biometrics and fingerprint processing
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Figure 4.24 Understand biometric analysis

As discussed in previous sections, a key feature of student-centered active learning and goal of
an effective learning model (Armstrong, 2016; Forehand, 2010; Miller, 1990; Ramani & Leinster, 2008) is
for students to demonstrate and put theory into practice as they attain higher levels of competence.
When asked if they understand the challenges in creating a biometric system, 94% of students agreed.
A similar score of 92% agreed they understand how to evaluate a biometric system for efficiency and
effectiveness (Figure 4.25).
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Figure 4.25 Connect theory to practice

Although students were extremely positive with their understanding of these cybersecurity
biometric concepts, additional data is needed to support such claims. Analysis of the data collected in
the exam assessment questions will be discussed in the next section and correlated to these survey
parameters.

4.2.3 Engagement and Learning Experience
A detailed discussion on motivation and engagement was covered in a previous section so it will
not be included in this section. The focus on this section will be on the students’ perspective of their
learning experience as it relates to their preparedness, knowledge, and skills. When students were
asked in the Pre-survey if they were technically well-prepared coming into this class, Figure 4.26 shows
74% agreed they were, 13% neither agreed nor disagreed, and 12% disagreed. These parameters
significantly changed in the post-survey. The parameter scores for Strongly Agree and Agree reversed
themselves going from 30% and 23% in the pre-survey to 25% and 31% in the post-survey. Somewhat
Agree also changed from 21% in the pre-survey to 12% in the post-survey. The parameter scores for
disagree also increased from 12% to 28% in the pre and post-survey respectively.
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Figure 4.26 Technically prepared for this class

Students were asked in another question if their technical knowledge and skills were challenged
with 94% agreeing (Figure 4.26). The combination of these datapoints suggest that students came into
the class with a higher level of confidence in their preparedness, technical knowledge, and skills. This
confidence may have been misleading and was recalibrated as a result of this learning experience.

4.2.4 Course Online and In-Person Experience
Another set of survey questions was used to assess the effectiveness of active learning with
regards to keeping students engaged. Due to circumstances dictated by the COVID-19 pandemic, the
class was taught online in spring of 2021 and in-person in spring of 2022. Both of these class modalities
were considered as aggregates in the surveys and Figure 4.27 shows that 79% of students agreed that
the online synchronous and in-person lectures helped them feel connected to the class and classmates.
It is worth noting that the 14% who disagreed were from the online class only. The lab assignments had
similar effects on engaging the students with the class with 80% agreeing and 14% disagreeing.
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Figure 4.27 Feel connected and engaged

Students also felt the project gave them an opportunity to be active participants in the learning
process with 86% agreeing and 14% disagreeing or remaining neutral (Figure 4.28). Students also felt
the experimental results gave them immediate feedback on their understanding of the theoretical
concepts with 77% agreeing and 23% disagreeing or remaining neutral. As with the previous questions
in this section, the 14% and 23% who disagreed or remained neutral were from the online class only.
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Figure 4.28 Active participation and immediate feedback

Although online classes are becoming increasingly available and, in some instances, the only
option, Figure 4.29 shows this is not the preferred modality for the students in these classes. The
following charts show individual class scores for spring 2021 and spring 2022. When the students were
asked if they preferred this class to be taught face-to-face, 47% of the online synchronous students
agreed, 40% remained neutral, and 14% disagreed. For the class that was taught face-to-face, students
were asked if they preferred the class to be taught online, 50% disagreed, 32% remained neutral, and
19% agreed. These charts are consistent in that almost half of the students preferred the class to be
taught in-person and less than a fifth preferred it online. An interesting aspect of these parameters is
that the online and in-person classes have almost the same score for preference for face-to-face class.
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Figure 4.29 Preference on course modality

4.2.5 Understanding and Experience of Makerspace
The makerspace was an integral part of the PBL-GICL project. It allowed students to release
their creativity in expressing a physical manifestation of a structure to pull all the digital, computing, and
operational components together. The survey shows that 90% of the students did not have any prior
experience working with the makerspace. After preliminary required training, Figure 4.30, for the presurvey shows that 57% of students understood how to use makerspace tools. This parameter changed
to 80% in the post-survey. Students also felt well-prepared to be creative in the project with 82%
agreeing in the pre-survey and 92% agreeing in the post-survey.
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Figure 4.30 Makerspace experience

Over the course of the semester, students’ perception of their understanding of the makerspace
tools increased substantially. Most came into the course not having been exposed to a makerspace.
Requiring them to spend time in the space and working with the equipment, paid off in increased selfefficacy. Several students indicated that they would actively seek opportunities to use the makerspace
again in the future.
Students were also asked if they envision using the makerspace lab again and 78% responded
yes. The majority, 64%, planned on using it for personal projects while 31% for both personal and class
related projects. Those who responded that they would not use the makerspace indicated they had
their own 3D printer. The main tool and skill students learned from using the makerspace for this
project was 3D modeling and printing.

4.2.6 Open-Ended Questions
Several open-ended questions were given in the Post-survey to give students a chance to freely
express their opinions and collect additional feedback data. The full list of responses to these questions
are included in Appendix C. When asked on their impressions of this project and its ability to teach
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Cybersecurity and Biometric concepts, most responses were extremely positive and indicated that the
project provided an excellent learning experience, helped them learn the material, and challenged their
skills.
The responses were mixed when asked for suggestions to help improve the project. A few
responses asked for more instructions, more deadlines, making it an individual project, and
implementing more accountability. These answers reflect on themes related to teamwork experience
and research versus tutorial. For teams with non-participant students, their feedback proposes more
deadlines or individual projects to mitigate collaboration conflicts and holding team members
accountable to deadlines. The optical fingerprint reader project is conducted as a guided research and
not a tutorial on how to build one. The expectations of some students who asked for more instructions
may not have understood the objectives and approach to the project. Others responded that nothing
was needed to improve on the project. Table 4.2 shows a small sample of these responses.
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Table 4.3 Open-ended questions responses
Open-ended questions responses
What is your impression of this Project and its ability to teach Cybersecurity and Biometric
concepts?
It is an incredible project that taught me so much. I felt like the learning curve for me,
personally, was quite sharp, so I felt challenged by that.
Primarily, I believe this project teaches more about biometric concepts and implementing
code than anything in cybersecurity
It taught me a lot, before this project, I knew next to nothing about how biometrics
worked.
I do not like this project. I feel like it is set up for not doing well and do not think that it
helped in understanding the subject. Was more worried about the project than to be able
to learn.
This project did a good job of teaching fingerprint biometrics specifically. However by using
the NBIS software we were not able to see "under the hood' at all the backend code
required for the feature extraction and classification.
This project did everything to fully train and teach me in being a better student and
teammate in a project setting. The project helped us manage time and work together on
certain topics where the team was struggling on.
What suggestions do you have to help improve this Project?
Perhaps create more intermediate deadlines. Even if these are ungraded, it provides a
little bit more of a secure timeline for leaders to hold their members to, and it gives you
the opportunity to approve or deny moving forward with a certain idea, which may help
the team not waste too much time going in the wrong direction.
More Instructions
make it solo or take actual class time to force all team members to participate
Nothing I personally thought it was fun
The project was challenging enough. If there was an alternative to NBIS it would be better.
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4.2.7 Peer Reviews
One of the embedded assessments for PBL-GICL is the Peer Review (Figure 3.11). Embedded
assessments seek quality student feedback that distinguishes between learning theory and learning
practice (Husbands & Pearce, 2012). With the Peer Review, students provide feedback of themselves
and their team members on several aspects of the project and it gives students the ability to hold each
other accountable for their participation and contribution. Students were asked to provide ratings on
the following questions on a scale from one (1) to ten (10), with one being low and ten being high.
These scores were added together for a maximum score of forty (40) points. This assessment helps
evaluate the effectiveness of the team leader training, students’ ability to work in teams, team
productivity, and team bonding. This feedback also provides an interesting insight to the team
dynamics, student’s attitude, and teamwork experience.
Figure 4.31 and Figure 4.32 show the mean scores and standard deviation for spring 2021 and
2022 respectively. The data is divided into three sets. The first set contains the ratings for the entire
team, including the rater. The second set contains the ratings for the team members only, excluding the
rater. The third set contains only the rater’s score (self).
In 2021, the mean scores for team only, show that participation during project meetings was
8.34; contribution to the code and presentation was 8.32; on time and consistent attendance was 8.18;
and on time and consistent delivery of content was 7.93. These scores were significantly lower than
those in 2022 which show 9.48, 9.41, 9.43, and 9.45 respectively. The standard deviation is also on
average a full point lower with 2021 showing 2.95, 3.11, 2.98, and 3.49 compared to 2.10, 2.11, 2.01,
and 2.10 for 2022. These numbers are consistent and support some of the survey parameters discussed
in the previous Attitudes and Behaviors and Teamwork Experience section. The rating provides an
insight into the subtleties of the teams that it is not normally visible to the instructor with regards to
teamwork and collaboration. The mean scores and standard deviation suggest the online classes in
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spring of 2021 faced more challenges with team members’ consistent participation, contributions to the
project, and delivery of content.

Figure 4.31 SP2021 Peer Review Individual Question Scores Mean and Standard Deviation

The mean and standard deviation scores for the rater only suggests a similar outcome as
discussed for the team only scores. In 2021, raters scored themselves with 9.44, 9.00, 9.52, and 9.28,
compared to 10.00, 9.78, 9.89, and 9.94. The standard deviation was 1.17, 1.74, 0.85, and 1.43 for 2021
and 0.00, 0.63, 0.46, and 0.23 for 2022. These scores support the notion that teams in 2021 faced
challenges with teamwork as previously discussed but that is not the most interesting finding. These
scores also suggest that individual team members also held themselves accountable for their own
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actions. Students did not give themselves a perfect score of ten (10) and the range of scores was
considerable according to the standard deviation observed for 2021 and 2022.

Figure 4.32 SP2022 Peer Review Individual Question Scores Mean and Standard Deviation

Another statistic to consider is the Total Score. Figure 4.33 shows the scores for 2021 and 2022
with a mean of 34.39 and 36.70 respectively. This is consistent with the previous findings of teamwork
challenges faced by the teams discusses in the previous Teamwork Experience section. The standard
deviation was 8.26 for 2021 and 6.96 for 2022 which also suggests the score range was much wider in
2021 than in 2022.
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Figure 4.33 Peer Review Total Score Mean and Standard Deviation

4.2.8 Assessments
A set of nine (9) questions (Table 3.9) were selected for the Midterm and Final exams to assess
students’ learning of the cybersecurity biometric concepts. The tally of students who answered the
questions correctly in the Midterm exam is used as the baseline to compare with the Final exam and
determine if the student learned and improved their understanding and proficiency of specific content
needed for the PBL-GICL project. Some of the questions showed significant changes between the
Midterm and Final exams while others showed modest changes.
Figure 4.34 shows Q1 with a significant increase in student performance that is between four (4)
to seventeen (17) times higher for 2021 and 2022 respectively. Figure 4.36 and Figure 4.37 for Q6 and
Q8 also show a significant performance improvement. For Q6, an improvement of 20 and 19 points and
for Q8, an improvement of 18 and 26 points for 2021 and 2022 respectively.
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Figure 4.34 Exam Questions Q1 and Q2

Figure 4.35 Exam Questions Q3 and Q4

Figure 4.34 and Figure 4.37 show Q2 and Q7 with interesting changes. In general, the scores
decreased from the Midterm to the Final; however, the decrease was not significant. The exception was
Q2 for 2021 which showed an increase rather than a decrease. Figures 4.35 and Figure 4.36 show Q3
and Q5 with no changes to the scores for the Midterm and Final for both 2021 and 2022.
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Figure 4.36 Exam Questions Q5 and Q6

Figure 4.37 Exam Questions Q7 and Q8

Figure 4.35 shows Q4 in 2021 with a decrease from 77% to 64% compared to an increase of 74%
to 84% in 2022. Q9 in Figure 4.38 shows an increase of 6 points for 2021 and an increase of 21 points in
2022. As observed, the scores are very different from question to question, exam to exam, and year to
year. It is difficult to analyze individual question score changes to determine if the students learned and
whether PBL-GICL had an impact in their learning process.
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Calculating the mean and standard deviation of these scores provide a clear picture of PBLGICL’s performance. Figure 4.38 shows a mean score of 61% answered the questions correctly in the
Midterm for 2021 compared to 73% for the Final exam. This is a 12 point improvement. The standard
deviation also decreased from 0.2982 to 0.2004 respectively which also suggests overall higher scores.
For 2022, the mean score was 61% for the Midterm and 80% for the Final exam with a standard
deviation of 0.2989 and 0.1691 respectively. Scores for the mean and standard deviation are almost
identical to those of 2021; however, the scores for the Final exam are significantly different. The mean
score for 2022 is 7 points higher than 2021 and the standard deviation is 0.03 lower suggesting that in
addition of having higher scores in the final exam, the overall scores are also in a tighter range than in
2021. These mean and standard deviation scores suggest that students from both classes increased
their understanding of the graded content throughout the course of the semester. This datapoint
combined with the parameters in Figures 4.23, 4.24, and 4.25 on the students’ understanding of
fingerprint processing, biometric analysis, and connecting theory to practice, suggests that students did
learn the theory and improved their competency.

Figure 4.38 Exam Questions Q9, Mean, and Standard Deviation
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4.2.9 Statistical Significance
Statistical analysis of the survey questions in this section only includes the learning objectives
and it compares the students’ feedback from the Pre and Post-Survey. The Mann-Whitney U Test was
used to performed these nonparametric analyses. Table 4.4 shows the null hypothesis (H0) and
alternate hypothesis (H1). Table 4.5 references the related H0 and H1 median scores, z-scores, p-values,
and rejected hypothesis. These calculations where performed as a one-tailed test with a significance
value of 0.05.

Table 4.4 PBL-GICL Hypothesis
Hyp#

H0

H1

1

I am confident in my abilities to integrate a Raspberry
Pi and components to capture fingerprints.
I am confident in my abilities to implement code to
capture and store fingerprint images.
I am confident in my abilities to implement a database
to store user and fingerprint metadata.
I am confident in my abilities to use the NBIS libraries
to analyze and match fingerprints.
I am confident in my abilities to document and explain
the analysis and matching results.

Learning Objectives
2
3
4
5

I am more confident in my abilities to integrate a
Raspberry Pi and components to capture fingerprints.
I am more confident in my abilities to implement code
to capture and store fingerprint images.
I am more confident in my abilities to implement a
database to store user and fingerprint metadata.
I am more confident in my abilities to use the NBIS
libraries to analyze and match fingerprints.
I am more confident in my abilities to document and
explain the analysis and matching results.

Table 4.5 PBL-GICL P-Values
Hyp#

Median

Z-Score

H0

H1

5
5
5
4
6

6
6
6
6
6

P-Value

Reject

0.00001
0.00005
0.00001
0.00001
0.00889

H0
H0
H0
H0
H0

Teamwork Experience
1
2
3
4
5

-5.51229
-3.88904
-4.13191
-5.94577
-2.37339

Based on the statistical analysis and p-values, all null hypotheses were rejected and it suggests
that students gained more confidence in their abilities and knowledge about biometric systems,
evaluation, analysis of the data, implementation of code, and usage of tools provided. This analysis
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supports observations of the survey data discussed in this section and feedback received from the openended questions.
The exam questions are analyzed on the hypothesis of student improvement from Midterm and
Final exam for both SP2021 and SP2022 terms. The Paired T-test was used to performed these
parametric analyses. It is also compared on effectiveness between online and face-to-face modalities.
Table 4.6 shows the null hypothesis (H0) and alternate hypothesis (H1). Table 4.7 references the related
H0 and H1 median scores, z-scores, p-values, and rejected hypothesis. These calculations where
performed as a one-tailed test with a significance value of 0.1 to allow for greater tolerance on changes
to exam scores.

Table 4.6 PBL-GICL Exam Hypothesis
Hyp#
1
2
3
4

H0

H1

PBL-GICL did not improve students' exam scores in
SP2021
PBL-GICL did not improve students' exam scores in
SP2022
Midterm exam scores for online and face-to-face
modalities are comparable
Final exam scores for online and face-to-face
modalities are comparable

PBL-GICL improved students' exam scores in SP2021
PBL-GICL improved students' exam scores in SP2022
Students performed better in midterm exam in the faceto-face modality
Students performed better in final exam in the face-toface modality

Table 4.7 PBL-GICL Exam P-Values
Hyp#

Z-Score

P-Value

Reject

1
2
3
4

1.737299
2.213727
-0.08665
1.94099

0.06027
0.02887
0.46654
0.04411

H0
H0
H1
H0

The analysis for hypothesis 3 of the exam questions suggests that both the online class for
SP2021 and face-to-face class for SP2022 had comparable levels of understanding of the cybersecurity
and biometric content at this point during the semester. For hypothesis 1 and 2, a modest improvement
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can be observed in exam scores between the midterm and final exams for SP2021 and it is supported by
the p-value. For SP2022, p-value is lower suggesting a larger improvement between midterm and final
exam scores. Hypothesis 4 examines the final exam scores between SP2021 and SP2022. The results
suggest that the face-to-face class in SP2022 performed better than the online class of SP2021. These
results support observations and discussions on the exam data in this section. It also supports survey
feedback on students’ preference and level of engagement they experience for face-to-face classes.

4.2.10 Optical Fingerprint Readers
At the center of the PBL-GICL approach used in this research study is a project, where students
are required to research and put into practice cybersecurity biometrics theories and concepts to create
an optical fingerprint reader. Students were successful in combining different technologies and skills to
create their own version of this biometric system and were required to showcase the functionality to
the class through a formal presentation and demonstration of the system. In addition, each team also
had to submit a written report with an analysis of the performance of their biometric system. Figure
4.39 shows an example of an assembled optical fingerprint reader that includes the Raspberry Pi,
autofocus camera, prism, and 3D printed case.
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Figure 4.39 Raspberry Pi optical fingerprint reader

Students were instructed to create their own 3D case design for their system without any
restrictions. The only guideline and requirement given was for the 3D case to integrate all the various
components of the optical fingerprint reader. This resulted in a diverse set of case designs with
innovative features. Figures 4.40, 4.41, 4.42, 4.43, 4.44, and 4.45 show some of the designs created by
the students for their biometric system.
Grouping students in teams and asking them to come up with team names created a sense of
belonging and promoted healthy competition. Figures 4.40 and 4.41 show 3D cases designed to include
their team logo and name on the 3D printed case. Some case designs such as these, featured multiple
pieces to the case to allow easy assembly and disassembly. Both of these also designed holding places
to house the Raspberry Pi within the case itself and included ventilation holes for airflow to cool the
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system. Case designs in Figures 4.40 and 4.42 also include a section to hold the prism and camera inplace.

Figure 4.40 Sample 3D Case 1

Figure 4.41 Sample 3D Case 2
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Figure 4.42 Sample 3D Case 3

Through research and experimentation, some students determined that light shining through the prism
in a certain angle provided a clearer and sharper fingerprint image. The addition of the light was not
necessary to capture the fingerprint but it improved the image quality. This was a known characteristic
and it was intentionally not disclosed to the students. The explicit omission allowed those students who
wanted to excel, the opportunity to research and discover the benefits of adding a light source to their
design. Figure 4.43 shows a design that incorporated a set of LED lights into the 3D case and allowed for
the cables to be connected to the Raspberry Pi for power. The case in Figure 4.44 also incorporated LED
lights into the 3D case and assembled it with screws and metal wires to hold this three-layer case
together.
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Figure 4.43 Sample 3D Case 4

Figure 4.44 Sample 3D Case 5

The 3D cases featured in this section are the final designs the students chose to use for their project.
Before getting to this final design, students drafted and experimented with many design ideas. Some of
these ideas move their design forward to a functional 3D case while other designs led to failures and a
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full restart of the design process. Some of these failed attempts were time consuming. Code and
database implementation would require rewrites and retesting. Case designs could take a couple of
hours on a graphic design program; however, printing the 3D cases could take three (3) to four (4) hours
for a simple design to as many as thirty (30) hours for a complex multistage case per print. Figure 4.45
shows the final version of one of the 3D case designs while Figure 4.46 shows the design progression,
evolution, and multiple design iteration failures. Figure 4.47 shows examples of 3D case print failures
that students shared with the class during their presentations.

Figure 4.45 Sample 3D Case 6

Figure 4.46 3D case design progression
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Figure 4.47 3D case print failures

4.2.11 Demographics
It is well-known that most of the student population in Computer Science are white males in
their late teens and early twenties. The student enrollment for these classes did not deviate from this
norm. Under gender, 86% of students self-reported as males while 12% were females (Figure 4.48). For
age, 76% reported to be between 18 and 24, 18% between 25 and 35, and 6% between 35 and 44.
Around 88% self-identified as white for race with a fairly even distribution in the other race categories.
Only 6% of students identified themselves to be veterans.
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Figure 4.48 Gender and age

Figure 4.49 Race and veteran status

4.2.12 PBL-GICL Discussion
The survey data has shown that PBL-GICL performs very well as a student-centered active
learning model. Through the various survey categories, students have been consistent in reporting the
effectiveness of PBL-GICL in creating opportunities to learn and practice technical and process skills
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through the lab assignments and project work. Students have reported improvements in all areas of
technical knowledge, teamwork, communication, leadership, creativity, and critical thinking. They have
also indicated that they prefer this learning model over traditional lecture-led models. The survey
provides interesting insights on the performance of the learning model that suggest it is effective. It also
suggests that there is room for improvement in teaching students how to communicate and collaborate
better. The one aspect that it is a known and ongoing factor for all learning models is how to deal with
some students’ lack of motivation and desire to engage. This was noted and documented throughout
the students’ feedback in each of the categories.
The formal creation of teams provided a sense of belonging. This process starts with adopting a
team name to enhance students’ perception of identity and that they are part of a group. By creating
teams, students approached this project with a competitive spirit; this was an unexpected side effect
observed through student comments throughout the semester and during the presentations. As
observed in the previous section, some teams even created a team logo to be included in their 3D case
design. They also showed pride in their project solution during the presentation by sharing personal
experiences on how they overcame specific challenges.
The Peer Review is a great tool and strategy to include students in the learning process (Felder &
Brent, 2007; Loh & Ang, 2020); however, it is far from perfect because some students may abuse this
tool and rally all team members to give themselves perfect scores even when they have not earnt it.
Despite this potential drawback, the peer review generated positive results and notable effects that
suggests students will hold themselves and each other accountable if given the opportunity as seen on
the scores for team member and self-rating. The analysis also suggests that the online class had more
challenges than the in-person class.
The Midterm and Final exams show that students consistently improved in their cybersecurity
biometrics knowledge through the PBL-GICL approach with a 12-point and 19-point improvement in the
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mean score in 2021 and 2022. The scores also suggest that the in-person class performed better than
the online class. This may be due to the challenges they had with teamwork or the delivery of lectures
and assignments in an online modality compared to in-person as previously discussed in the students’
preference of in-person classes.
Although measures were taken to address inclusiveness, diversity, and equity (Husbands &
Pearce, 2012) such as providing students with necessary equipment for the PBL-GICL project, there are
limits on what can be achieved. The data on demographics reflects the typical gender and race gap
found in academia and professional settings for the Computer Science field, and by association,
Cybersecurity. It is out-of-scope for this research study to address these gaps but it is within the scope
to acknowledge the continuing challenges and opportunities to attract female and underserved
populations into this career field.
Failure is an expected outcome and a teaching tool (Loh & Ang, 2020) used in the PBL-GICL
approach that was incorporated in the use of NBIS library, code and database implementation, design of
the 3D case, and capture and processing of the fingerprint images. This project was not designed as a
tutorial but as a research guide with a set of expected predictable outcomes. In a tutorial, students
follow a set of instructions and if completed as described, they can expect to produce a functional
product or outcome. This is similar to following specific measures, temperature changes, and mixture
sequences in a chemistry laboratory experiment. In the PBL-GICL approach, students were given
multiple components, some of which are new to them, while others are very familiar and students are
experienced in their utility. Students are then guided to assemble these components and create a
biometric system; however, the guidance is minimal. This minimalistic approach gives students the
opportunity and latitude for invention and creativity by putting theory into practice in their own way.
This final product, although new, it is still within a set of known parameters. This PBL-GICL hybrid
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research approach allows students to fail throughout the process of research and experimentation, and
learn from those failures but also succeed at the end.

4.3 PBL-GICL Challenges and Opportunities
To answer the last research question – What are the challenges and opportunities in
implementing PBL-GICL to teach cybersecurity? – it is necessary to review the totality of the PBL-GICL
framework, learning models, and delivery of content. PBL-GICL implements a student-centered active
learning model. In this approach, PBL-GICL outlines specific roles and responsibilities for students and
instructors. Through these roles and responsibilities, student are active learners and create teams,
assign themselves team roles, collaborate, participate in the GICL learning cycle (explore, analyze,
apply), practice soft skills, and have fun. Instructors define the objectives; plan the course work and
content; design the lectures, labs, project, and assessments; and implement, guide, and facilitate. This is
a complex multistage process that requires extreme coordination between students in each team and
between students and instructor. In addition to the logistics of coordination between students and
instructor, the active learning process created by PBL and GICL must be managed and evaluated for
student learning. Designing the PBL-GICL approach and implementing all of these activities generated
many challenges and identified many opportunities. The most notable challenges and opportunities are
discussed in the following sections.

4.3.1 The Challenges
The PBL-GICL approach follows the PBL and GICL learning models. Each of these models have
specific processes, steps, and expectations for a student-centered active learning model. The PBL and
GICL learning models provide a macro and micro level view and approach respectively as it relates to
teaching over the time-frame of a course. These learning models provided a great framework for macro
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and micro level planning; however, it required time and careful planning to follow the PBL and GICL
formats. The following were challenging activities in the design and implementation of PBL-GICL:
•

Planning the objectives to follow guidelines in (Armstrong, 2016; Husbands & Pearce, 2012) due
to the macro and micro nature of PBL and GICL.

•

Create lecture content to fit PBL and GICL models.

•

Create cybersecurity and biometric scaffolding lab activities to meet PBL and GICL models.

•

Create activities to incorporate soft/process skills training (communication, project
management, teamwork, critical thinking).

•

Define and incorporate motivation strategies (grades, extra credit, recognition, peer review).

Although the design and implementation of these activities (Loh & Ang, 2020; Slavin, 1980) were
challenging for PBL-GICL, following the guidance provided in Bloom’s Taxonomy and good pedagogical
practices, provided a systematic approach.
Non-participant students posed a challenge (Felder & Brent, 2007) in the execution of PBL-GICL.
These are students who have chosen not to participate in the assigned activities and did not care if they
failed the class. Their attendance to class was sporadic and completion of assignments was often late or
non-existent or if they decided to complete the assignment, it was substandard. In a traditional learning
model, this type of situation generates concerns on the instructor for the student and the impact of such
actions is on the individual student; however, in PBL-GICL, students who behave in this manner are very
disruptive because many of the activities are performed in teams where students depend on each other
to successfully complete the assignment. Reports of these challenges can be observed in the surveys
and through direct private conversations with the instructor with the purpose of finding a solution that
would not penalize the entire team for missing deadlines or substandard work. Proposing a solution for
this challenge is out of the scope of this research study; however, these issues were taken seriously and
addressed with each individual student on a case by case basis.
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The COVID-19 pandemic forced many higher education institutions to deliver their courses
online. These courses were traditionally taught face-to-face in a classroom and moving them online
created several challenges such as making all course related material such as lectures, assignments, and
exams available online. Even though Learning Management Systems (LMSs) are available and have been
in used for many years at educational institutions, this was a significant shift, especially for courses that
have labs with specialized equipment. The main challenge for PBL-GICL was delivering the lecture
content online as described by (He et al., 2022; Loh & Ang, 2020). This online modality was challenging
for the students and instructor. Difficulties included coordination, communication, and meeting to
collaborate in the project. A major contributing factor to these challenges was credited to the online
component and inability to have impromptu meetings before or after class because students were not
physically in the same room.
In spring of 2021, this class was taught synchronously online and lectures were delivered over
Zoom. Students were asked to keep their cameras on during class so the instructor could assess each
student’s facial expressions and body language (Loh & Ang, 2020). This practice allowed the instructor
to receive immediate feedback and assess students’ engagement in the class and understanding of
content. It was critical to get this immediate feedback and make on-the-fly adjustments to maintain
students’ attention and interest on the lecture. This type of immediate feedback is completely absent
when the cameras are off and instructors are no longer able to tell if the students are engaged,
understanding the content, or even actively listening.

4.3.2 Issues and Opportunities
Much work was done to design and implement the PBL-GICL framework; however, there is also
much room for improvement. An unresolved challenge discussed in the previous section is the nonparticipant students. These students generate challenges for the learning model and create anxiety and
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stress to other team members because they fear they will fail at successfully completing the assignment.
These non-participant students create conflicts between students and within the teams. Handling these
types of situations require skills learned through formal training. These are potential opportunities for
improvements:
1. Develop and conduct leadership training for all team members, not just team leaders.
2. Develop and conduct a training session on effective communication and conflict resolution.
These guided sessions should include exercises for conflict resolution to raise awareness on proper
professional behavior such as respect, open discussion, collaboration, problem resolution, and decision
making. These are skills that will foster a better team experience and improve the chances of project
success. These sessions give students the opportunity to practice and learn valuable leadership skills,
how to influence others, effective communication, and conflict resolution.
In this PBL-GICL approach, students are provided with a guided structure and scaffolding to
approach their project; however, it was their responsibility to create a project plan with appropriate
milestones. This autonomy provided opportunities for students to practice standard project
management processes, but it also provided opportunities for students to practice poor project
management processes by not creating a formal plan with assigned tasks, identify milestones, and
implement structured and regular team meetings to follow up on progress and resolve issues. Even
though project teams were provided guidance and instructions on:
•

Electing a team leader.

•

Identifying team member skill.

•

Assigning roles and tasks.

•

Providing bi-weekly status reports of meetings and agendas.

•

Scheduling bi-weekly team leader meetings with instructor.
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These were instructional guidance and not full training sessions. Opportunities to improve the PBL-GICL
approach include:
1. Develop and conduct a training session on how to create meeting agenda items and lead a
meeting.
2. Attend at least one student team meeting per team to observe student interaction, team
dynamics, and identify opportunities for improvement.
3. Identify specific project artifacts and require these to be submitted for grading throughout the
semester to encourage practice of good project management.
Attendance to at least one meeting and observing the students interact with each other can provide
insight on how well students understood the guided session on meeting agendas and leading meetings.
Feedback can be provided to the team on ways to improve. In addition, by observing each team,
possible patterns can be identified to help improve future guided sessions on agenda creation and
leading meetings.
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CHAPTER 5
5. CONCLUSION

The current shortfall of Cybersecurity professionals is concerning to governments, businesses,
and consumers worldwide due to society’s increasing dependency on computer systems, technology
networks, and IoTs that make modern life possible. Manufacturing, healthcare, logistics chain supply,
food production, governments, and the economy would be at high risk without Cybersecurity
professionals to protect these systems and infrastructures. Student-centered active learning models are
an essential part of the strategy to educate, train, and produce more Cybersecurity professionals to
defend against these criminal threats from around the world.
In this research study, the POGIL and PBL-GICL learning models were reviewed and their
performance evaluated for their ability to motivate students and teach cybersecurity concepts in a
multidisciplinary approach to answer the following research questions:
1. How does PBL-GICL approach compare to POGIL as a learning model for teaching cybersecurity?
2. How effective is the PBL-GICL approach for teaching cybersecurity concepts?
3. What are the challenges and opportunities in implementing PBL-GICL to teach cybersecurity?
The analysis of the survey data collected suggests that both POGIL and PBL-GICL are effective learning
models for teaching cybersecurity. Students surveyed indicated they liked the processes used in both
learning models and felt motivated by the experience to continue learning about other cybersecurity
topics. PBL-GICL did however received a significantly higher rating on student engagement that may be
attributed to the long-term commitment and additional course activities required compared to the
POGIL research.
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The data also suggests that PBL-GICL provided students opportunities to practice soft/process
skills, solve problems and apply critical thinking, and demonstrate they learned cybersecurity and
biometric concepts. Working in teams and managing a project in a structured setting allowed them to
practice leadership skills, project management processes, effective communication, and conflict
resolution. Completing scaffolding activities such as lab assignments and guided questions reinforced
their understanding of the concepts. Designing the code, database, and 3D case allowed them to solve
problems, apply critical thinking skills, fail, and succeed. These activities improved their competency
from cognition to behavioral. The embedded assessments show students’ understanding of
cybersecurity and biometric concepts improve during the semester and the successful completion of the
optical fingerprint reader support these findings.
The development of the PBL-GICL framework identified strategies that performed very well in
this student-centered active learning model such as teamwork, multidisciplinary hands-on activities,
research, and fail-succeed cycles of experimentation. It also identified challenges that create
opportunities for improvement and lays the ground work for future research. Future research of
interest includes engaging non-participant students, improving online learning experience, and
performance of PBL-GICL in a female and underserved population.
A recurring theme seen in the survey teamwork responses, open-ended question responses, and
peer reviews is the disruptive effects of non-participant students. These non-participant students create
anxiety and stress within the teams and produce a negative experience for the other students. This
issue is not exclusive to the PBL-GICL approach and it affects all student-centered active learning models
that uses teamwork and collaboration as a learning strategy. Research in strategies to identify causes
and effective solutions to non-participant students could help improve the learning experience for
students and evolve pedagogy theories. These lessons in motivation and collaboration can be applied to
business settings and the professional workforce.
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The survey data suggest that a majority of students preferred classes using the PBL-GICL
approach to be taught in-person rather than online. Current technology and infrastructure make it
possible for people to connect in an instant around the world. This technology was widely utilized and
pushed to its limits by industry and academia during the COVID-19 pandemic and provided an
alternative when physical contact was not possible. Although this technology provided an alternative,
many students felt that it is no substitute for face-to-face interaction. Educating and training students in
a classroom setting has by its nature a physical limitation that both students and instructor must be at
the same location. This limitation restricts the number of students who can be educated and trained.
Research into ways of breaking through these physical barriers and making the learning process
seamless regardless if it is in-person or online would help create opportunities to train more
cybersecurity professionals and close the shortfall gap.
The research followed effective pedagogy practices to be inclusive, considered diverse student
needs, and took into account student equity; however, the demographic data shows that students
enrolled in these cybersecurity classes during the research period followed the demographics of race,
gender, and age of the typical Computer Science population in business and academia. The effects and
impact of demographic parameters was out of scope for this research; however, even though the
population is representative of the Computer Science field, it is not representative of the general
population. Bearing in mind that current research and government grants are looking for ways to
increase participation of female and underserved population in cybersecurity, it is of interest to verify
the effects of PBL-GICL in this population.
It is hoped that this research study has provided insight to the performance, effectiveness, and
benefits of the PBL-GICL framework and approach to teach cybersecurity. Identifying effective tools and
multidisciplinary learning strategies to teach cybersecurity like PBL-GICL will help increase the number of
cybersecurity professionals around the world and mitigate the alarming shortfall.
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PBL-GICL Pre-Survey Questions
All questions use the following rating scale
1. Strongly disagree
2. Disagree
3. Somewhat disagree
4. Neither agree nor disagree
5. Somewhat agree
6. Agree
7. Strongly Agree
Learning Objectives
1. I am confident in my abilities to design a 3D case/platform to capture fingerprints.
2. I am confident in my abilities to integrate a Raspberry Pi and components to capture
fingerprints.
3. I am confident in my abilities to implement code to capture and store fingerprint images.
4. I am confident in my abilities to implement a database to store user and fingerprint metadata.
5. I am confident in my abilities to use the NBIS libraries to analyze and match fingerprints.
6. I am confident in my abilities to document and explain the analysis and matching results.
Teamwork (Self-Assessment)
1. I had a positive view of working on teams.
2. I consider myself a strong contributor to the team.
3. I always complete tasks assigned to me on time.
4. I always come prepared and ready to participate.
5. I work well with my team members.
6. I understand the importance of team management, roles, and responsibilities.
7. I understand the importance of communication in teamwork.
Engagement and Learning Experience
1. I believe this Project provides a good learning experience on Cybersecurity and Biometrics.
2. This Project motivates my interest for on Cybersecurity and Biometrics.
3. I feel I am well prepared coming into this class to engage in a project like this one.
Understanding of Makerspace
1. I believe that I have a good understanding of the utility of the various tools in the makerspace.
2. I feel that I am well prepared to bring creative ideas to reality.
3. I am confident that I can efficiently and effectively use the resources of the makerspace to
successfully complete this project.
4. I am confident that I can manage my time in a way that will ensure a complete prototype by the
project end date.
5. I believe that I am appropriately prepared to deal with failure as it relates to making a prototype
in the makerspace.
6. I am confident in my ability to share what I will learn in the makerspace with others and provide
assistance to them as needed.
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Demographic
1. What is your gender?
a. Male
b. Female
c. Non-Binary
d. Undisclosed
2. What is your age?
a. 18 – 24
b. 25 – 35
c. 35 – 44
d. 45 – 54
e. 55 – 64
f. 65+
3. What is your race?
a. American Indian/Alaskan Native
b. Asian
c. Black/African American
d. Native Hawaiian/Pacific Islander
e. White
f. Undisclosed
g. Biracial
4. What is your ethnic background?
a. Hispanic/Latino
b. Non-Hispanic/Latino
5. What is your veteran status?
a. Yes, I am a veteran
b. No, I am not a veteran
6. I have had experience working in a makerspace.
a. Yes
b. No
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PBL-GICL Post-Survey Questions
All questions use the following rating scale
1. Strongly disagree
2. Disagree
3. Somewhat disagree
4. Neither agree nor disagree
5. Somewhat agree
6. Agree
7. Strongly Agree
Learning Objectives
1. I am confident in my abilities to design a 3D case/platform to capture fingerprints.
2. I am confident in my abilities to integrate a Raspberry Pi and components to capture
fingerprints.
3. I am confident in my abilities to implement code to capture and store fingerprint images.
4. I am confident in my abilities to implement a database to store user and fingerprint metadata.
5. I am confident in my abilities to use the NBIS libraries to analyze and match fingerprints.
6. I am confident in my abilities to document and explain the analysis and matching results.
7. I am more confident in my abilities to meet these Learning Objectives after completing this
Project than I was at the beginning of the Project.
Cybersecurity Concepts
Because of this project:
1. I have a better understanding of how Biometrics is used for Cybersecurity.
2. I have a better understanding of what is a Biometric Template.
3. I have a better understanding of the difference between the Enrollment, Verification and
Identification process in a Biometric System.
4. I have a better understanding of the difference between False Acceptance Rate, False Rejection
Rate, and Hamming Distance.
5. I have a better understanding of how False Acceptance Rate, False Rejection Rate, and Hamming
Distance are used to evaluate a Biometric System.
6. I have a better understanding of how to use the NBIS libraries to process fingerprint images.
7. I have a better understanding of the types of challenges involved in creating a Biometric System.
8. I have a better understanding of how to evaluate a Biometric System for efficiency,
effectiveness, usability, and user acceptance.
9. I have a better understanding on how the theories of Biometrics connects to the practice and
implementation.
Teamwork (Self-Assessment)
1. I had a positive experience working on this Project with my team members.
2. I was a strong contributor to the team.
3. Tasks assigned to me were completed on time.
4. My attitude and perception towards teamwork improved.
5. I always came prepared and ready to participate.
6. I worked well with my team members.
7. I have a positive feeling of accomplishment after working with my team.
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Teamwork (Team-Assessment)
1. A team leader was elected within the team.
2. Roles and responsibilities were defined within the team.
3. The work was distributed equitably amongst the team members.
4. We had effective team communication.
5. Tasks assigned to team members were completed on time.
6. The team’s attitude and perception towards teamwork improved.
7. Team members always came prepared and ready to participate.
8. Team members worked well together.
9. The team leader was effective at managing tasks and resolving team conflicts.
10. The team has a positive feeling of accomplishment from working together.
Engagement and Learning Experience
1. This Project provided a good learning experience on Cybersecurity and Biometrics.
2. This Project helped motivate my interest throughout the semester on Cybersecurity and
Biometrics.
3. I feel motivated to continue learning about Cybersecurity and Biometrics.
4. I recommend projects like these to help enhance my learning experience.
5. I believe this Project was a good and effective learning experience.
6. The level of effort required to complete this project is adequate for a senior class.
7. I feel I was well prepared coming into this class to engage in a project like this one.
8. This Project improved my theoretical and applied understanding of Cybersecurity and
Biometrics.
9. I felt my knowledge and skills were challenged in this Project.
10. I felt this Project was too challenging for my knowledge and skills.
11. This Project allowed me to exercise and improve my critical thinking skills.
Course Online Experience (SP2021)
1. Regular online live Zoom Biometric lectures helped me connect with the class, my classmates,
the course content, and the instructor.
2. I felt engaged with the online course content through the related Biometric lab assignments.
3. The online instructions for the Biometrics lab assignments and project were clear and provided
enough detail to guide me through the process and understand the objectives.
4. The project gave me the opportunity to be an active participant in the learning process in this
online course.
5. This project provided immediate feedback on my understanding of the online course content
through my experimental results.
6. This project provided the opportunity for collaborative problem-solving with my classmates in
an online course.
7. The online content of this course motivated me to learn and research previously unfamiliar
Cybersecurity topics.
8. I would prefer this class be taught in the standard face-to-face format.
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Course Experience (SP2022)
1. In-person Biometric lectures helped me connect with the class, my classmates, the course
content, and the instructor.
2. I felt engaged with the course content through the related Biometric lab assignments.
3. The instructions for the Biometrics lab assignments and project were clear and provided enough
detail to guide me through the process and to understand the objectives.
4. The project gave me the opportunity to be an active participant in the learning process in this
course.
5. This project provided immediate feedback on my understanding of the course content through
my experimental results.
6. This project provided the opportunity for collaborative problem-solving with my classmates in
this course.
7. The content of this course motivated me to learn and research previously unfamiliar
Cybersecurity topics.
8. I would prefer this class be taught in an online format.
Makerspace Experience
1. I believe that I have a good understanding of the utility of the various tools in the makerspace.
2. I feel that I am well prepared to bring creative ideas to reality.
3. I was able to efficiently and effectively use the resources of the makerspace to successfully
complete this project.
4. I was able to manage my time in a way that ensured a complete prototype by the project end
date.
5. Through my experience in the makerspace, I believe that I am appropriately prepared to deal
with failure as it relates to future professional and life challenges.
6. Through my experience in the makerspace, I feel capable of sharing what I have learned with
others and provide assistance to them as needed.
7. Through my experience in the makerspace, I believe I have become a more effective team
member.
Open-ended questions
1. What is your impression of this Project and its ability to teach Cybersecurity and Biometric
concepts?
2. What suggestions do you have to help improve this Project?
3. What suggestions do you have for other projects to help teach Cybersecurity and Biometrics?
4. Do you envision using the makerspace again?
a. Yes
b. No
5. If yes, for personal projects or class related projects?
6. What did you learn from working in the makerspace?
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Demographic
1. What is your gender?
a. Male
b. Female
c. Non-Binary
d. Undisclosed
2. What is your age?
a. 18 – 24
b. 25 – 35
c. 35 – 44
d. 45 – 54
e. 55 – 64
f. 65+
3. What is your race?
a. American Indian/Alaskan Native
b. Asian
c. Black/African American
d. Native Hawaiian/Pacific Islander
e. White
f. Undisclosed
g. Biracial
4. What is your ethnic background?
a. Hispanic/Latino
b. Non-Hispanic/Latino
5. What is your veteran status?
a. Yes, I am a veteran
b. No, I am not a veteran
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PBL-GICL Survey Open-ended Questions and Responses
(SP2021) What is your impression of this Project and its ability to teach Cybersecurity and Biometric
concepts?
1. It is an incredible project that taught me so much. I felt like the learning curve for me, personally,
was quite sharp, so I felt challenged by that.
2. Good. Very difficult. I am proud of what we built.
3. Very Cool
4. I think it was cool but was given relatively no instructions.
5. This project was helpful for the learning of cybersecurity and Biometric.
6. Primarily, I believe this project teaches more about biometric concepts and implementing code than
anything in cybersecurity
7. I think it's a good project to teach the concepts, but is better left as a solo final project, especially if
there is not an actual class setting. Over half the original class dropped and left everyone struggling
in each and every group
8. I really enjoyed the project for the most part. Designing the system and writing the code to make up
the biometrics system was very fun, and I learned a lot about different coding languages and
concepts as we progressed. The interactions with my teammates were what made the project not as
fun as it could have been. I was left to write the majority of the code alone as some of the other
members would not (or did not know how) to participate in the coding.
9. "I thought the project was interesting, I learned a lot by working through the various tasks necessary
to complete the project. That being said, I feel like I was the primary contributor to the project,
having a hand in every single task, completing several of them completely on my own. Even now,
the day the project is due, I'm fairly confident that some of my team members do not understand
the most basic elements of the project or the work that was done; they were simply along for the
ride, relying on other's abilities to complete the project. Essentially, you got different takeaways
depending on what you put into the project. For some, the takeaway was that they can get by, by
allowing others to carry their deadweight and don't actually have to be contributing members of a
team. For others, it was that, if necessary, they can carry a team by holding everyone's hand through
the work and doing most of it themselves.
10. Perhaps the most valuable thing I learned about biometric systems, is that they are much more
complex than I initially imagined. It makes sense why so few biometric systems are implemented in
our day-to-day lives. Given more time and resources, I believe we could go on to produce highly
effective fingerprint scanners. If I had the time, I would have liked to work with a team of the
primary contributors from the various teams in this class, to see how good of a fingerprint scanner
we could manufacture.
11. As a side note, I think that UTC should showcase the various scanner implementations. I think that
incoming students, trying to decide on a major, could be swayed to consider cybersecurity as a
career, if they knew that this could potentially be something that they would be able to work on.
Overall, I think it could only benefit UTC to showcase unique student work like this. "
12. This project allowed for communication and team work to create a 3-D scanner to implement
biometrics.
13. It is a practical and hands-on approach to engaging with biometrics. Prior to this I wasn't even aware
that fingerprint scanning was as accessible as it is with the NBIS tools.
14. The project itself provides an in-depth look into what goes into enrollment, verification, and
identification in Biometrics. It's a project that any team of students should be able to handle, and it
also give a look into designing cybersecurity solutions.
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15. It was an excellent project and opportunity to understand the course material and the challenges of
the practical application of biometrics
16. teaches the concepts well
17. Its ability to teach cybersecurity and biometric concepts is stellar
18. It was a very good experience
19. It taught me a lot, before this project, I knew next to nothing about how biometrics worked.
20. The project incorporated biometric concepts very well, however it did have many many flaws... To
begin with, this class did not have prerequisites for any kind of database related courses, so I felt
very behind with that fact alone. The overall project consumed so much time because the
instructions were not laid out clear enough to be able to jump into it and know what you were
doing. Most of the project in fact was trying to figure out what we needed to do and how to do it,
which was not taught to us through the lecture or discussed at all. The project was interesting, but
having to keep communication with 4 people in college is pretty much impossible. I do not like when
projects in school are compared to real-world jobs because the two will never have any real
comparisons between them. In the working world, not only does everybody have the exact same
schedule, but are mostly all have the same qualifications as well as the financial incentive to be an
active part of the project. Two college students will not have the same schedule with classes, jobs,
and other projects, and do not all share the motivation to complete a project because for some
people they just do not care.
21. It was very challenging, but very fun and exciting. I've learned new tools like MySQL and NBIS which
I had not previously had any experience with. I'm much more of a hands-on learner so seeing and
messing with the fingerprint scanner helped me understand better how it works and how biometric
systems work.
22. I personally think this project is a fantastic approach to teach the concepts covered in this class. At
the end of the day, you're not going to be able to complete it or even come close to completing it
unless you understand the concepts that are being taught. Furthermore, this project is just cool in
nature, and to actually have to opportunity to complete a project like this as part of our course helps
to motivate us to learn the material better and get more involved in the class.
23. I do not like this project. I feel like it is set up for not doing well and do not think that it helped in
understanding the subject. Was more worried about the project than to be able to learn.
24. This is a great project and it is really challenging and engaging. Additionally, it has done well in
forcing me to learn more about biometric systems than a lecture or homework assignment ever
could.
25. I think it is a good concept, but there are hiccups in the process. Some if not most of the tools
provided cause more harm then good, and I ended up spending a good chunk of my own money to
complete this project
26. It builds a good understanding of the NBIS fingerprint software that relate to Biometrics.
(SP2022) What is your impression of this Project and its ability to teach Cybersecurity and Biometric
concepts?
1. Liked the project took too much time to really focus in on biometrics abs cybersecurity ideas
2. I think this project was a good way of teaching people various cybersecurity or biometrics concepts
3. The project was an excellent way for us students to learn how to work as a team in a project that
expanded a longer span of time (compared to most projects in college). As it relates to biometrics
and Cybersecurity as a whole, it shows us in action biometrics however I feel its role in teaching
Cybersecurity is lost because the focus is on the project and not its role barring encrypting the
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4.
5.

6.

7.

8.
9.
10.

11.
12.
13.

14.
15.

16.
17.
18.
19.

database. I'll list a suggestion for implementing this better to better teach Cybersecurity. Thank you
for the opportunity!
Good hands-on project to convey the principles of biometrics and cybersecurity as it pertains to
fingerprints
At first, I thought it was an interesting and exciting project to work on. As we were doing it, I feel like
I learned a lot from it and I am very familiar with the cybersecurity/biometric concepts that were
taught in-class and that was applied to the project
This project did everything to fully train and teach me in being a better student and teammate in a
project setting. The project helped us manage time and work together on certain topics where the
team was struggling on.
"I think it's a great idea to have a hands on element of learning cybersecurity and biometrics. It was
definitely challenging and educational, but there were too many issues that restricted creative
freedom."
Project was fun and helped me learn
I enjoyed this project and learned alot
This project did a good job of teaching fingerprint biometrics specifically. However by using the NBIS
software we were not able to see "under the hood' at all the backend code required for the feature
extraction and classification.
This project does a good job of teaching a person how to build a fingerprint scanner as well as all of
the details that it encompasses related to Enrollment, Identification, Verification, FRR, FAR, and FTE.
This project provides a hands on implementation of most of the concepts of cybersecurity and
biometrics.
It was truly was educational and fun. Completing this project was a great hands on way of learning
what it takes to make a biometric system. This project has deepened my understanding of what it
takes to make a biometric system for cybersecurity means.
I believe that this project was effective at helping us further our education in an interesting way by
providing hands-on biometric utility.
I thought it was a great project to get used to working in a team on a big and long project. I also
learned how to implement security along with biometrics into a working presentable project. I think
it was a great opportunity and should continue to be offered to students.
It's a very fun project and teaches you how to set up a project, however it does not really teach you
any biometric concepts past chapter 2
It was pretty hard but insightful. Learned a lot.
Its a good physical representation of how biometrics are not security, but instead a tool used to help
enhance security.
Overall, I believe it was a good learning experience although it was challenging.

(SP2021) What suggestions do you have to help improve this Project?
1. Perhaps create more intermediate deadlines. Even if these are ungraded, it provides a little bit more
of a secure timeline for leaders to hold their members to, and it gives you the opportunity to
approve or deny moving forward with a certain idea, which may help the team not waste too much
time going in the wrong direction.
2. Maybe outline each objective more in the Project.pdf you gave us?
3. More Instructions
4. More instructions.
5. none
6. N/A
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7. make it solo or take actual class time to force all team members to participate
8. n/a
9. Request periodic tangible deliverables for group projects at regular intervals (e.g. By date
##/##/####, submit “xyz” part of your project). Forcing teams to produce work at regular intervals,
ensuring they stay on track for project completion. With this, place additional requirements on
individual team members to show specifically what they did, to ensure they're not just being carried
by the team.
• Provide an opportunity during lectures for different teams to express issues or solutions they
ran into for different parts of the group project (minimal inter-team collaboration).
• Change individual lab projects to all be more directly themed around the larger group project.
Lab examples: (1) Having us set up and use the NBIS software directly on the Raspberry Pi. (2)
Have us load our own fingerprint images (captured and processed however we like) to the Pi,
extracting minutia, and doing verification, using NBIS software. (3) Having us demonstrate a
clear image of a fingerprint using the provided camera and prism. (4) Having us store fingerprint
templates on a database and use NBIS to run verification/identification from database
templates. This would allow all team members to develop a greater understanding of the entire
process, while also allowing us to use our time in a manner that directly contributes to the larger
group project. We would be able to recognize problems earlier in the process and potentially
ask for assistance. Additionally, we would still have creative freedom for the code and physical
design of the device.
• Early on in the project cycle (in the first couple weeks) allow students an opportunity to modify
their team structure if they identify conflicting schedules or other issues that may prevent them
from working effectively together as a team. Around the halfway mark, reevaluate team
compositions, allowing for teams to merge if necessary, due to drops or members not
contributing.
• Conduct an additional graded peer review at the project’s midpoint, to help encourage team
members to contribute more equally throughout the entire project period. This would
potentially help offset member’s tendency to try to cram in all of their work at the very last
minute.
• Provide a better quality camera.
10. Provide LED bulbs and wiring in the kit.
11. "Give group leaders and members leverage by proxy or directly. Assign weekly or biweekly targets
that each member must achieve individually. The challenge here is to prevent any individual
member being propped up by their group by doing the work for them. It needs to be demonstrated
that the individual members have worked on something and made progress. Without any sort of
external leverage it was impossible to get my group to do any work.If possible, assign groups based
on individuals' skills. I don't know (yet) how other groups fared code-wise, but in my group none of
the members seemed very capable of problem solving through programming. It's also possible I am
placing an unfair standard on code quality.Some materials should probably be included in the kit:
LEDs, and FtF breakout cables. This isn't strictly necessary depending on how model is designed, but
ultimately I think it worked the best.The kit can also include some tools such as calipers, safety
glasses, and snips. I told my group way too many times that they will NEED calipers to work on the
model, but they never did..."
12. This addresses both the research report and fingerprint projects; Their due dates should be much
further apart. Having the research report due much sooner make it much easier to coordinate
exclusively on the fingerprint project, rather than crunching it towards the end.
13. More team accountability
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14.
15.
16.
17.
18.

19.
20.

21.
22.

23.
24.

better clarity in requirements
Better clarity in requirements for project
Nothing I personally thought it was fun
Nothing
"1. This project should have been the entire course. There was enough material that should have
been covered in order to complete the project properly, leaving us to fend for ourselves and spend
countless hours looking for answers that should have been provided to us. At the minimum, the
lectures should have covered the material needed for this project, giving everybody a clear
understanding of what they need to accomplish. 2. Do not implement material into a project that is
not listed as a prerequisite for the class. This was an instant disadvantage that myself and many
other students felt was unfair and should have been clearly stated before picking up the class. This
project counts as a large portion of our grade, and having this disadvantage could make the
difference between a passing or failing grade from students. "
Nothing really.
I think the rubric for this project could be a little bit more defined to help students focus on the
deliverables and plan out how to best complete the project and receive a good grade. Another thing
I would add is that if you're going to have a project of this scale in this class, you need to drop the
separate research paper assignment. For this project we have to physically construct a scanner,
organize a database for storing data and templates, write code to preprocess images, and then
utilize the NBIS software suite to extract fingerprint minutiae and gather metrics on the
performance of our prototype. I don't feel like the separate research paper we completed as a part
of this course contributed to our learning of the materials in even a slightly significant amount when
compared to this project, and to be frank, I believe it got in the way of my team making more
progress our prototype than anything else. This has been an awesome project and probably my
favorite of my undergraduate career, so next time give the students more time to focus on it and
really get into it and I think you'll see better results in terms of prototypes, student learning
outcome, and student enjoyment.
Dont do it
"I think that the scope of the project was not emphasized enough. This project has taken more
hours than any project I've done since starting university. Among the students, the idea that the
code will be knocked out in a matter of days was pervasive and caused a lot of them to be stuck at
the end with little chance of completing the project as a result. Additionally, many of the students
seem to not possess the skills necessary to work on a project like this. Very few were able to
program, for example. A change in the prerequisite courses would greatly benefit this course."
ASSIGN TEAMS, and make sure each team member has a dedicated role. I am facing an issue where
two of the members I'm with do absolutely nothing.
I felt that I was unequipped to deal with many of the technical requirements. I believe this is due to
the Cyber Security program at UTC as a whole. One way to improve this project in particular is to
briefly describe and explain the skills required to complete this project.

(SP2022) What suggestions do you have to help improve this Project?
1. Better instructions from the start
2. get better cameras and show how to use the focus on it
3. To help reinforce the idea that biometrics is a tool in cybersecurity we should have to create a
theoretical implementation into a system maybe as the presentation we have to do a sales pitch and
a business plan. Not only will we have to think critically about how the technology operates but also
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5.
6.
7.

8.
9.
10.
11.
12.
13.

14.
15.
16.

17.
18.

19.

how the technology operates on a larger scale. What I've seen, I think a lot of students could use
some more business writing.
more direct instructions for some parts of the project would be beneficial. also perhaps a
development roadmap of where every group should be throughout the semester
A better camera would've been nice.
I would improve the hardware given like the camera because much time was spent on trying to
autofocus and crop the camera pictures.
Use more modern libraries that work significantly better than NBIS. If there aren't any others for
fingerprints, maybe facial recognition? I know there's a lot of good facial recognition libraries in
python.
no suggestions
The project was challenging enough. If there was an alternative to NBIS it would be better.
Mostly just improving the cameras, and allowing for as much time as possible for students to get
everything done.
The instructions could be a bit clearer relating to the NBIS libraries. Also, some outdated
components of the overall project could be replaced.
Be more specific in the assignment, it seemed like the class had to ask about multiple parts to be
clear on what needed to be done.
I did not run into to many problems, but there could've been more resources to help point us at the
start. However, once I got more acquainted with the components themselves it was a smooth
experience, I believe it was a great project overall.
I don't think there is much that could be improved on it.
This is a hard question, maybe new open-source software? Besides that, I can't really think of
anything.
The project requirements need to be changed, classification is impossible to achieve, and wasting 2
weeks to figure that out was frustrating. Lights should be provided from the start and the cameras
should be changed to the fancier versions we demoed. Also it should be made clear that things like
the WSQ file format does not matter and you can just use jpg
Newer software to combat incompatibility issues.
Use the Cameras that Kerry and I bought for our groups. They are super simple to use, get an
amazing image, and took some weight off of my team's shoulders. A lot of the time we were just
worrying about the picture quality of the camera and didn't have time to do other things like
encryption.
Better cameras would help improve the image capturing process.

(SP2021) What suggestions do you have for other projects to help teach Cybersecurity and
Biometrics?
1. I suppose just to ensure that students are well equipped to complete the project confidently and
equally.
2. Using blockchain technology to connect all our class fingerprint scanners!
3. More Instructions
4. This was cool but still more explanations on topics having to do with the code portion.
5. I don't know
6. N/A
7. I liked the group research paper. I think more interactive labs would be nice using other software
besides NBIS
8. n/a
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9. A project that required students to implement a relatively simple encryption/decryption algorithm
could be interesting.
10. None.
11. Having a project to build an online forum. This is web-centric, but it does teach a great number of
pitfalls of security and how making assumptions without investigating further will result in security
issues. It's also quite unlikely that any single student would be capable of producing a forum which is
free of any security flaws, which allows teaching by example and demonstration. This style of
project would work best being a semester-long project with feedback on the forum software given
every 2-3 weeks or so. Once the students have received feedback they can resolve any issues and by
the end of the semester they will have learned a number of flaws by practical example--because
they made the mistakes themselves, had it pointed out to them and demonstrated why it is a
problem, and then fixed it. The students will also see the mistakes the other students make, and the
solutions they come up with.
12. What if we submit different designs for other bio-metric scanners. We won't actually print them, but
rather just design them and find a way to emulate their utility. For example, designing and
emulating a retina-scanner would be an interesting project.
13. An iris scanner would be phenomenal
14. hands on approach is better
15. Hands on projects are better than research papers
16. none
17. I dont know, I like this one alot though
18. The NBIS libraries were very interesting and I think that should have been a project in itself, not just
installing it on a VM, but using it practically as we had to in our project, or even replace the
fingerprint project completely.
19. Possibly a project that allows students to come up with an encryption algorithm as a project. This
might be to mathematically based however.
20. I enjoying learning through experience, which is exactly what this project is all about. I think more
projects that are assigned in this manner will help keep students involved in the course and working
because they actually want to achieve something other than a grade.
21. Do a paper or a different project that is not this
22. A similar project but for iris scanning may be a good project if a suitable library along the same lines
as NBIS exists.
23. I think instead of a finger print matcher and database, designing a fingerprint reader that unlocks
something digital or physically would be cool
24. The use of cloud-based virtual machines to teach cybersecurity concepts seems to be very effective
and also does not require the students to download VMs locally.
(SP2022) What suggestions do you have for other projects to help teach Cybersecurity and
Biometrics?
1. n/a
2. None
3. n/a
4. For future projects, I would implement similar things that this project brings. I feel like this project
was perfect in all categories.
5. Facial recognition project.
6. Have the students choose a biometric
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7. Key stroke dynamic software, or have the class vote on a project. Possible multiple groups can do
different kind of biometric features. Also more guidance on how exactly to complete the project.
8. Other types of biometrics readers could be implemented such as iris scanning or facial recognition
scanners if the components are available similar to the ones used in this project. Different types of
projects could bring more variety to the class presentations.
9. Can't think of anything in particular.
10. It would be nice to learn more about encryption of a database and best practices when it comes to
encryption of a database in class.
11. A heavier focus on cryptographic utility.
12. Maybe if you wanted to switch things up, have a face-scanning project instead of fingerprints?
However, like I stated earlier I thought this was a great project to learn and be a part of a team.
13. n/a, this one is very good
14. None
15. I think the scanner is a good enough project and is somewhat manageable throughout the semester.
However, I think another thing would be an encryption project on its own. Not a huge project but
maybe a week or so assignment on it. I do not have a good understanding of cryptography at all.
16. Facial recognition, maybe?
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POGIL Survey Questions
All questions use the following rating scale
8. Strongly agree
9. Agree
10. Somewhat agree
11. Neither agree nor disagree
12. Somewhat disagree
13. Disagree
14. Strongly Disagree
Attitudes and Behaviors About Cybersecurity
1. I am concerned about cybersecurity incidents.
2. How frequently do you take action to prevent cybersecurity incidents?
3. I am interested in learning about various topics of cybersecurity.
4. How much time do you spend on learning about cybersecurity each week? Include class time
and studying.
Teamwork Experiences
1. I had a positive experience working in POGIL groups in the learning of access control.
2. While working in POGIL groups, the work load and role of each member was distributed
equitably.
3. While working in POGIL groups, we were able to communicate effectively.
4. In reflecting on my main role in POGIL groups, I was a strong member of the group.
5. When assigned specific responsibility in POGIL groups, my group members and I were able to
stay on task and completed the assignment on time.
6. POGIL helps to improve students' attitude and perception towards team work.
7. Students on my POGIL team came prepared and willing to participate.
8. Students on my POGIL team participated freely and were not intimidated by others.
9. Students on my POGIL team asked questions when in doubt.
10. Clear explanations were given by POGIL team members.
11. Students on my POGIL team contributed ideas and listened to each team member.
12. On my POGIL team, the assigned manager was in control.
13. On my POGIL team, everyone contributed to the success of the task.
14. No one dominated my POGIL team.
15. My POGIL team summarized the procedural step and important concepts in the assignment.
16. My POGIL team was satisfied with how our assignment turned out.
Motivation and Engagement in Learning Experience
1. I think the POGIL learning experience is interesting.
2. I am motivated in learning access control using POGIL method.
3. My peers are motivated in learning access control using POGIL method.
4. POGIL method engaged me in learning access control.
5. POGIL method engaged my peers in learning access control.
6. I wish more cybersecurity topics will be taught using POGIL method instead of traditional
lecture-based method.
7. I enjoyed the POGIL learning experience of this topic (access control).
8. I think POGIL learning experience is good for me.
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9.
10.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

I think POGIL learning experience is effective.
I am satisfied with the level of effort POGIL requires for learning this topic (access control).
I am satisfied with my performance in learning cryptography using POGIL method.
I am often confused by this topic (cryptography) while using POGIL method.
It is difficult for me to learn this topic (cryptography) using POGIL approach.
I struggle with completing the assignment after learning this topic (cryptography) using POGIL.
POGIL allowed me to analyze my learning to determine if I need to seek additional help in this
topic (cryptography).
POGIL allowed me to analyze a problem and come to a solution based on the information I had
accessible.
POGIL taught me how to work well with other people despite differences.
POGIL taught me how to talk about ideas with my peers.
POGIL taught me the importance of staying on task in order to complete the assignment.
The skills used in POGIL helped me in other classes.
POGIL gave me skills that will be helpful in my future career.
POGIL helped me to better understand the topic (cryptography).
I am interested in learning about the topic (cryptography).

Learning Objectives
All questions use the following rating scale
1. Excellent
2. Good
3. Average
4. Poor
5. None
In the following section, please rate your level of knowledge or skills:
1. Describe Discretionary Access Control (DAC).
2. Define the rules using Discretionary Access Control (DAC).
3. Describe the Role-based Access Control (RBAC) model.
4. Define least privilege and separation of duty.
5. Explain and implement how Trojan horse attacks can be launched by utilizing the flow of
information in Discretionary Access Control (DAC) or Role-based Access Control (RBAC).
6. Implement Trojan horse attack by utilizing the flow of information in Discretionary Access
Control (DAC) or Role-based Access Control (RBAC).
Demographics
1. Please write down the name and section of the course on cybersecurity you are currently
enrolled.
2. Semester you are taking the above course
Open-ended Questions
1. What has been most helpful for your learning in this POGIL activity so far?
2. In terms of your learning, what has caused you the most difficulty in this POGIL activity so far?
3. What suggestion(s) can you make that would enhance your learning experience with POGIL?
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